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Introduction

Simple, effective, accurate, affordable anti-spam

solutions
SpamFilter ISP is used by companies and ISPs running their own mail servers. SpamFilter
uses dozens of different filters and techniques to detect and block spam.

A global network of SpamFilter ISP installations all cooperate to report spam signatures to
our SpamFilter Distributed Databases. Our SFDB and SFDC, Greylisting, along with
DNS-RBL based black lists, statistical Bayesian DNA fingerprinting, image scanning, more
than a dozens of blacklist/white rules, country filters, SPF and SURBL filters, remote DNS
validation tests, all contribute in providing unmatched protection against spam.

This guide is available in PDF, .CHM, and HTML formats, and is located in the \SpamFilter\Documentation
directory.

© 2017 LogSat Software
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Quick Setup

SpamFilter ISP can be installed and configured in just a few minutes. Server reboots are
never required.

Following are the only steps required to implement SpamFilter on your network. Database
functionality to quarantine spam emails can be added at a later time, without even the

need to stop/restart SpamfFilter.

Li0/x]
[Setings | Activiylog | Cornections | Stafistics | Oussantine  Aboul
Datshase Setup | Custom DomanFiters | Cusomizedltemz |  RegExTest | DebugView | ‘WebSewer |

Configwstion | Enterprise / StandsedVerson | UserAutheniicaion | BayesianFiter | AnliVeus |
~SMTP histerer socket [~ Global Optans - Apply to &l domains: | [ Global Ophars - Apph bo all domarns
IP(s} | Goms [~ Enable cached IP blocking
Port: .
S5L Part o
FODM: [¥ Check: for news buld

7 2. Save SMTP
Settings

[~ Dizable Conee Grd

[~ Remember Stat: on restart

[ Logkewwords that ingger rejects

5. Provide a list
of your email
domains

6. [optional]
Create - fou MUST set pour local
SpamFilter's NT /) in the Black 7 Whits List tab

s
Curent Inbound EMails e =2 2 ool |
Total Inbound Cordhs EMails blocked: 1 :

Cugrent Outbound Connectons: U EMailz Albempts: 2 L Euaich o anbda foe :

S pam Fiker v.25.3 654 [REGISTERED) by LogS at Software v. 212615

El.rr-'lq since: 3/13/2007 9:00:51 AM

1. Install SpamFilter on a server. This can be done either by running the installer
in the ZIP distribution file, or by simply extracting the contents of the Win32
directory in the ZIP to a destination of your choice.

2. Start SpamFilter
2.1. If you simply extracted the distribution ZIP file manually, execute the main

program file "SpamFilter.exe".

2.2. If you installed SpamfFilter using the installer, run "SpamFilter ISP - Standalone
mode" from the Start Menu. If you opted to have the installer create the SpamFilter
NT service, you can optionally start SpamFilter now by starting the SpamfFilter
Service. Please see notes under SpamFilter Service / Console Application when

running in service mode.
3. In SpamFilter's Settings tab, perform the steps indicated in the screenshot

above.
3.1. Enter your FQDN (Fully Qualified Domain Name). This is the server name that is

© 2017 LogSat Software
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sent in the SMTP welcome banner.

3.2. Click on the "Save SMTP Settings" button to save the FQDN. Only the IP, ports
and FQDN settings need to be saved using this button.

3.3. Enter the name (or IP address) and port number of your default mail server, where
SpamfFilter will forward clean emails to. If you need to enter different mail servers for
some or all of your domains, you can to that in step 3.5.

3.4. Enter the IP(s) of your DNS server(s), separating multiple entries with commas.

3.5. Provide a list of your local domains. SpamFilter will only accept emails if they are
addressed to these domains.

3.6. Click on "Save Settings"

4. Configure your network so that incoming internet email is routed to SpamFilter.

SpamFilter should be the first server/application that processes incoming

emails.

© 2017 LogSat Software
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3 SpampFilter Standard vs Enterprise - Feature Comparison

SpamFilter ISP and SpamFilter Enterprise feature the same filtering capabilities, accuracy
and performance. There are however differences in how the products can be customized
to handle multiple email domains, and in how the filter settings are stored.

SpamFilter Enterprise has all the features of SpamFilter ISP. In addition, SpamFilter
Enterprise allows the customizations of most filtering rules independently for each email
domain being managed. This allows to fine-tune filtering rules for each of the email
domains being hosted. If a server running SpamFilter Enterprise is handling emails for a
hospital and for a law-firm, very different filtering rules can now be applied to each of the
two domains.

SpamFilter Enterprise stores most of the filtering settings in a database. This allows
companies running SpamfFilter Enterprise to be able to more easily customize their
installation of SpamFilter, adding functionality that may not be provided out-of-the-box.
Multiple installations of SpamFilter Enterprise can all use and share the same database,
allowing a centralized configuration for all your installations. Each SpamFilter Enterprise

caches a copy of all database settings to a local hard drive, allowing SpamFilter to
function even if the database server is offline or is not functioning.

SpamFilter SpamfFilter
ISP Enterprise

SFDB - SpamfFilter Distributed Blacklist
MAPS DNS RBL Filters

SURBL Filters

SPF - Sender Policy Framework
Bayesian Statistical Filtering
Image Scanning / Filtering
Blacklist IPs

Blacklist Domains

Blacklisted FROM Emails
Blacklisted TO Emails

Blacklist by Country

Honeypot Capabilities

Attachment Blocking

© 2017 LogSat Software
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4.1

SpamFilter SpamFilter
ISP Enterprise

Keywords Filter

Reverse DNS validation

MX Record validation

Reject if "Mail From" = "Mail To"

Reject if "From Domain" = "To Domain"

Whitelist Domains / IPs

Deliver specific emails without filtering
Whitelist FROM Emails

List of "Authorized TO Emails"

SMTP User Authentication with SSL support

Customize filter settings for each domain

Store settings in database

How it works

Basic operation for SpamFilter ISP is as follows. SpamFilter is configured to handle your
primary MX record for incoming emails (see DNS details here). SpamFilter can be
configured to listen on a specific IP, multiple IPs or all IPs bound to the NIC card. See
Configuration Section for more details.

What emails can be blocked (blacklisted)

SpamFilter ISP's strength lies in the large number of filters that are applied to detect
spam. Below is a partial list of some of the various filters that are employed to stop spam.

SFDB - Spam Filter Distributed Blacklist Database
The SFDB filter has been developed exclusively by LogSat Software. This filter uses a very
powerful resource to stop spam: The entire global SpamFilter ISP user community.

This latest filter is proving to be one of the most effective and accurate tools in stopping
spam.

© 2017 LogSat Software
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Anytime a company running SpamFilter ISP blocks an email, the sender's IP address is sent
to our centralized SFDB database. This allows the SFDB filter to have access to a huge
repository of spammer's IPs, updated in real-time by all the SpamFilter ISP installations in
the world.

Our database analyzes this data in realtime, and will block IPs that have sent excessive
amounts of spam to multiple locations in the world in the spam of the previous few
minutes. This allows the SFDB to be extremely accurate, effective, and to start
blacklisting IPs within minutes of them sending spam.

IP addresses from the database are automatically aged and removed from the database
within 6-24 hours if they stop sending spam and/or viruses.

SFDC - SpamFilter Distributed Content Database
The SFDC (SpamfFilter Distributed Content) filter is the latest filtering technology
developed by LogSat Software.

When SpamFilter ISP receives an email, it will analyze the email's contents and will
calculate a 20-byte hash to characterize it. We developed technology that is able to
detect similar emails based on their contents. SpamFilter will assign the same hash to
similar emails. When SpamfFilter detects that emails with the same hash signature are
originating from several different locations, it will report such anomaly to our centralized
servers.

Our database analyzes, in real-time, this incoming flow of messages, and, based on their
quantity, origin and destinations, is able to detect what signature hashes are generated
by spam emails.

The technology behind the SFDC allows our centralized database to detect spam
signatures regardless of the email's text and contents, but rather base it on the patterns
used by spammers to deliver their emails.

Detection of spam signatures in images
SpamFilter ISP contains proprietary technology developed by LogSat Software that scans
images embedded in emails for spam content.

We at LogSat Software were the first, in June 2007, to develop technology that allowed
SpamfFilter to scan images embedded in PDF files for spam content (the so-called PDF
spams).

RBL and SURBL Blacklists

Spam Filter ISP can check any user-specified RBL blacklist to see if the sender's IP
address is being blacklisted. Reliability can be improved by requiring an IP to be blacklisted
by two or more RBL servers for it to be marked as spam.

Spam Filter will analyze all URLs specified in the email body itself, and will check any
user-specified SURBL blacklist server to see if the URL in the email is being used to host
spam-related websites.

Greylisting

Greylisting is not an anti-spam filter itself. More specifically, greylisting takes advantage
of a required behavior by the RFCs that some anti-spam products use to greatly reduce
the amount of spam received.

In the majority of the cases, when a "spam bot" computer is used to send spam, it will do

© 2017 LogSat Software
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so by sending huge amounts of emails in the fastest way possible. If a recipient's SMTP
server does not respond, chances are that the spam bot will ignore such server and move
on.

Luckily this behavior by spammers is in direct violation of the RFCs that dictate how email
works. The RFCs require that, if an initial attempt to deliver an email fails, the sender
must retry to send it.

Greylisting takes advantage of this by initially denying every connection attempt from an
IP address. Only after a certain, small amount of time is the remote IP allowed to
connect. If the sender is a spam bot, it is very likely that said IP will never retry to
connect again, and so it will not even try to send spam. If the sender is a legitimate
server, they will be following the RFC guidelines, and within a few minutes they will retry
sending the email, which will be then delivered.

SpamfFilter ISP v4 and higher support greylisting, and we at LogSat Software have made
some changes in the implementation of this method to reduce the amount of delays that
occur when a server connects for the first time to SpamFilter.

Bayesian statistical DNA fingerprinting

Spam Filter ISP performs statistical DNA fingerprinting on all incoming emails. This bayesian
filter is self-learning, continuously analyzing your incoming traffic to improve its accuracy
with time.

SSL and SMTP Authentication

Many mail servers lack support for SSL and SMTP Authentication. SpamFilter ISP supports
both SSL and SMTP AUTH via Active Directory, LDAP, and Unix-style password files. If a
user is authenticated, they will be able to bypass all filtering rules and use SpamfFilter ISP
as a relay to send their outgoing emails.

Administrators can then add support for SMTP Authentication (and SSL) if they have older
mail servers that do not have these features.

SPF - Sender Policy Framework

SPF fights email address forgery and makes it easier to identify spam, worms, and viruses.
SPF is an open source standard that is emerging as a solution to prevent spammers from
using fake email addresses. Domain owners identify sending mail servers in DNS.
SpamfFilter ISP verifies the envelope sender address against this information, and can
distinguish legitimate mail from spam before any message data is transmitted

Block Emails from User-Defined Countries

SpampFilter ISP is able to block emails being sent from any user-specified country. In
addition, SpamFilter will track and record the number of email attempts made from all
countries. This allows administrators to determine, visually, if there are any countries they
do not wish to receive emails from.

...and dozens of more filters!
In addition to the filter specified above, SpamFilter ISP supports several more filters that
can be used to detect spam.

A partial list is below.

e Local IP Blacklist - Our SPAM Filter server checks if the remote server's IP address

© 2017 LogSat Software
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matches an entry in your local IP blacklist file, the email is rejected.

e Local Domain Blacklist - The SPAM Filter gateway checks if the domain portion in the
sender's email address is in your local domain blacklist file, the email is also rejected.

e Local FROM EMail Blacklist - The sender's email address is checked against your local list
of blacklisted email addresses. If present, it is rejected.

e Local TO EMail Blacklist - The recipient's email address is checked against your local list
of blacklisted email addresses. If present, it is rejected.

e Attachment Blocking - SPAM Filter can check emails for specific attachments or
attachment extensions. If found, the email is rejected.

e Keyword Content Filtering - Our SPAM Filtering software can check email content and
subject for specific keyword and/or phrases. If found, the email is rejected.

e Honeypot Emails - You can have a list of "honeypot" email addresses. Any email sent to
an address in the list will cause the sender's IP to be blacklisted.

e Connections can be rejected if the remote server does not have a reverse DNS PTR
entry.

e Spam Filter is able to check if the sender's MX DNS record is valid before accepting
email.

e Refuse connections if there are too many spaces in the subject line.

¢ Max Recipients in single session - Use this setting to limit how many RCPT TO commands
can be issued in a single session.

¢ Max Email Size - Incoming emails can be blocked if they exceed a certain size.

e Reject if Empty "Mail From" - If this option is checked SPAMFilter will reject all emails
with an empty "Mail From" field.

e Reject if "Mail From" = "Mail To" - Reject all emails where the sender's email is the same
as the recipient's email.
e Reject if "From Domain" = "To Domain" - SPAM Filter can reject all email where the

sender's domain is the same as the recipient's domain.

e Tag Spam & Deliver - Allows to tag spam by adding the header "X-SF-SPAM:Y" to email
classified as spam. The email is then forwarded to the destination SMTP server. This
allows administrators to handle spam as they wish on the back-end.

e Tag Spam in Subject & Deliver - Allows to tag spam by prefixing the word SPAM: in the
subject line of emails classified as spam. The email is then forwarded to the destination
SMTP server. This allows administrators to handle spam as they wish on the back-end.

4.2  What emails are allowed to be delivered (whitelisted)

e Allowed domains - If the IP passes the DNS tests SpamFilter then checks the recipient
domain. If the domain is listed as a local domain, then the recipient is accepted. This is
done to prevent spammers to use SpamfFilter to relay. It is very important to add
your own domains to the local domain list. If not, you will not be able to receive
email.

e Excluded IPs - If an IP is blacklisted, but you really need to be able to receive email
from that domain anyways, the domain can be added in an exclude list as to allow it to
bypass the blacklist rules.

e Excluded Domains - If an IP is blacklisted but you still wish to receive email from
them, the IP can be added to an IP exclude list to allow it to bypass the blacklist rules.

¢ Unfiltered Emails - If you have users who do not want to receive filtered emails, they
can be accommodated by adding them to a pass-list. Emails addressed to them will
bypass all of SpamFilter rules.

© 2017 LogSat Software



14

SpamkFilter ISP User Guide

Excluded FROM Emails - If you want a sender's email address to be excluded from all
filtering rules, you can add it to an exclude list.

Authorized TO Emails - If you want SpampFilter to only deliver emails to specific
addresses in your domain(s), you can manage such a list here. Please not that if such a
list is present, SpamFilter will not deliver email to an address unless it is present in such
a list. Use with care.

Keyword whitelisting - You can provide your customers with specific keywords that,
if found in the body or subject of emails, will bypass all filtering rules.

User Authentication - SpamFilter supports sender's authentication via Active
Directory, LDAP, and Unix-style password files.

© 2017 LogSat Software
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5.1

SpampFilter Settings

Configuration tab

The following global options are available. They apply to all emails processed by

SpampFilter:

e

Seftings | Activiylog | Connections | Stalisics | Quarantine | About

Database Selup | Customized Items | RiegEx Test | Debug View
Configwation | Enterprise / StandandVersion | UserAuthentication | BapesianFiber | AntiVirus
~SMTP Estener socket [~ Global Diptions - Appls 1o all domains Gilobal Dptions - Apply o oll domaing
P} 1000 ;im_ ;mw-tm ¥ Enable cached IF blocking
Put |5 Sl .
Max concusrent SMTP v Enable greylisting
5SL Fort: 465 Jm] 2] connections from same IP :
FODM:  [enip mydamsin [+ Logging
Mnﬁmnnﬁe
smsmpsml J2000 e f | Check for new buld
000 = Max email size in KB, [ Dizabde Connz Gnd
S | enter O to dizable
; |D'|— ¥ Eemembes Statz on restart
ame |Em
- i ] mrwnmm Fash Now ¥ Log keswords that tigges rejects
Note - thiz can be changed | - :
i the Local Domains i P Sois
i Lt s Fler Setings | SPF Sefings |
jred | - Set
"DNS Sesverls] L:gl:llbumht :
P 216812 —’ Block /Wit Lists | SFDB Selings |
Creste NT Service | Burries in standalone mods Mote - You MUST sel local
: LN i1 ou 0L POLE
Save Seflinge | S HE R domainis) in the Black / White List tab

Cuirent Inbound Connections: 10

Total Inbound Conneclions Served: 45939

Cuirent Dutboasnd Connections: 0

EMails forwarded: 2211 2 el |
EMais blocked: 12422 d

EMails Attennpls: 40200 b vadatie for

download:
Spar Filter v. 400767 [(REGISTERED] by LogSat Solbware ¥. 354718

[Running since: 192008 11:55:47 AM

e SMTP listener socket

Figure 1

o IP(s) - SpamFilter can be configured to listen on a specific IP, multiple IPs (separate
the IPs with a comma in the IP input box), or all IPs (leave the IP field blank).

o Port - The port on which SpamFilter will listen on. 25 is the standard SMTP port.

0 SSL Port - SpampFilter supports SSL with SMTP. The standard SSL port is 465,
however SSL is disabled by default by setting the port to 0. Please see the SSL
certificates section for more information about using your own certificates. =~

o FQDN - This is the Fully Qualified Domain Name that SpamFilter will output in the
welcome banner sent to initiating connections.

o Destination Server

o0 Name - The name or IP address of the default server where your email will be
forwarded to. Please note that this default value can be overridden for individual
domains if you need to have multiple routes for your domains. Please see the section
on Local Domains for more info.
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(o}

Port - The port on which email will be forwarded to. Having a port other that 25 can
be useful in situations where you only have access to a single IP. If you configure
your destination MTA server to listen on a port other than 25, you can have both
SpamFilter and your MTA co-exist on a single IP address.

Note - if the destination server is unavailable, emails are saved to the queue
directory. Redelivery of items in the queue is attempted every 60 minutes, and also
every time SpampFilter is started.

DNS Server

o

IP(S) - Enter the IP of your DNS server here. You can enter multiple DNS servers for
redundancy by separating them with commas.

Global Options

(o}

(o}

Max concurrent incoming SMTP connections - You can limit the maximum number
of concurrent incoming connections here.

Max concurrent incoming SMTP connections from single IP- You can further limit
the maximum number of concurrent connections originating from an single IP address
with this setting.

Max Recipients in single session - Use this setting to limit how many RCPT TO
commands can be issued in a single session. Enter a value of “"0” to disable this
setting.

Max Email Size - Incoming emails can be blocked if they exceed a certain size. Enter
a "0” to disable this setting.

Process queue every n minutes - Use this setting to control how often SpamfFilter
attempts to redeliver the items on hold in the queue directory.

Enable Cached IP Blocking - If an IP address sends more than a certain number of
spam emails (3 by default) during a certain time interval (10 minutes by default), then
it can be temporarily banned (blacklisted). All further connections from that IP address
will be immediately rejected without allowing the sender to transmit any data. This
should greatly reduce the load on the server. A banned IP address will be
automatically removed from this temporary blacklist after a defined time interval (60
minutes by default). To prevent specific IPs to be added to this list, they can be
added to DoNotAddIPToHoneypot SpamFilter.ini option.

o Enable Greylisting Filtering - Greylisting initially denies every connection attempt

from an IP address. Only after a certain, small amount of time is the remote IP allowed
to connect. If the sender is a spam bot, it is very likely that said IP will never retry to
connect again, and so it will not even try to send spam. If the sender is a legitimate
server, they will be following the RFC guidelines, and within a few minutes they will
retry sending the email, which will be then delivered.

0 Logging - Check this box to enable logging in the log directory.
o0 Auto-check for new build - If checked SpampFilter will connect with our website to

see if a new version of the software is available. SpamFilter will issue a simple GET
request to http://logsat.com/spamfilter/version.htm to retrieve the current version
number.

o Disable Connections Grid - The Connections tab will show you in real-time what the

various connections on your servers are and what they are doing. If you have a busy
site with 500 concurrent connections this list can get pretty crowded and could
affect performance. This feature can thus be disabled from here.

0 Remember Stats - Check this box to save the email statistics when shutting down

SpampFilter.
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5.1.1 Filter Settings

The following settings are available. In SpamFilter Enterprise, each email domain can be
configured independently with different settings. The "ALL DOMAINS" is a reserved entry
that contains default filtering values to all domains. Each domain can be given customized
filter settings by clearing the "Use Defaults" checkbox.

% Spam Filter Settings = O] x|
1< | | | [ Bl | + | x | o | SMTP Seflings | irnpart Domaing | Import File Setlings | Copy Filter Settings |
d I Dlomain Mame i Uss Gl:‘r-h.l:til a i i et 5 arves D e Matice - Domen Mame and SMTP Server

changes: ate effectie mmediateld

- nal netwide ne You can specty sddibonal Fadaver dest
2| test] logest. con O SMTP servers here Format is

[=

1| ALL DOMAINS

&

3| b y servel ] 25 server 2. 25
= : S et Foat I—-
5 | lsasal com
5 logeat com I i
Fites Setlings | Black /\white Lists| SPF | SFDB | SFOC | 5FOE |
Olphiores Options
=7 MinMAPS matches [v Beject# noeverse DNS [ Do not quasantine
=l needed to reject megs
10 =7 Max number of spaces in [ Reject § zendsr domain has mvvalid M reeord [T Do mod guseantine
= subject ine. 0 to dizable
. —7 | Image fter theeshold Highes is ™ Reject f emply “Mad From'* [ Do ot quasanting
o 2| mote spgressive, 0 o disable
| Doy (e, D omain niines [ Reject “Mai From'”™ = "Mad To" [T Do not quasantine
M =y regsteed less than these days
ago are kel spam 0 to dizabls [~ Reject “From Doman'” = "'To D omain™ [ Donot quaanline
[+ Besobee URL: in emals & check IPs in MAPS [~ | Do rot queas arilins
Remember 1 - You must |::||r|1i1i|u|: |_ Allows 2w addiess
voul Local Domains i the
?::I::Ilslfﬂ in order to receive [+  Inchede emal in * From: headsr when verifang MAIL FROM sende
.
[ TagSpam nSubyect & delives [ Tag Spam in header & delver
[T Tagwhiekted amals in Subgect
Clase I Save Seltngs

Figure 2

¢ Min MAPS matches needed to reject msgs - Sometimes MAPS blacklists can be too
strict and list legitimate domains in their blacklists. You can reduce the number of false
positive by requiring that more than one single blacklist match is found before rejecting
a connection.

¢ Max number of spaces in subject line - Many spam messages contain a large number
of spaces and tabs, and SpamFilter can reject emails based on this setting. Enter a “0”
to disable this filter.

e Image filter threshold - SpamFilter scans inside images embedded in emails to detect
spam signatures. Use this setting to adjusts the threshold of the image filter. The higher
the threshold, the more aggressive the filter. Enter a “"0” to disable the image filter.

© 2017 LogSat Software



18

SpamkFilter ISP User Guide

0-Day filter - Many spammers register bogus domains for the sole purpose of sending
spam, and use them right away. Legitimate domains usually take longer to purchase,
configure, test and implement the new domain name. SpamFilter can reject emails if the
domain is recently registered (by default less than 30 days before the email is received).
Reject if no reverse DNS - SpamFilter can be configured to reject emails if the remote
server does not have a valid reverse DNS PTR entry.

Reject if sender domain has invalid MX record - SpamFilter can check to see if the
sender’s email domain has a valid MX record. If the MX record is not present in the DNS,
the email will be rejected. The email domain in this case is what follows the “@"” sign in
the sender’s email address. For example, is the sender is user@sub.domain.com, the
domain that will be tested for the presence of an MX record is sub.domain.com.

Reject if Empty "Mail From" - If this option is checked SpamFilter will reject all emails
with an empty "Mail From" field. Please note that this setting will delete legitimate email,
as in email receipt notifications and some error emails.

Reject if "Mail From" = "Mail To" - Reject all emails where the sender's email is the
same as the recipient's email. Note that this causes problems with users who send
emails to themselves using EBay's web interface for example.

Reject if "From Domain" = "To Domain" - SpamFilter can reject all email where the
sender's domain is the same as the recipient's domain. Usually your users will nhot go
thru SpamFilter when sending emails to themselves, Spammers often use this technique
Resolve URLs in emails & check IP in MAPS - SpamFilter can optionally resolve all
URLs embedded in an email message to IP addresses, and then check those IP
addresses in the MAPS servers to see if any of them are being blacklisted.

Allow % in address - SpamFilter can then optionally check to see if the recipient
address has a % sign in it. Many SMTP servers are susceptible to being tricked into
relaying mail with this. Ex. if you are isp.com, then a spammer could try to use
joe%yahoo.com@isp.com to relay mail to joe@yahoo.com if your server is vulnerable.
Include email in "From:" header when verifying MAIL FROM sender - Use this
option to include the email address in the "From:" header, in addition to the real
envelope email address specified in the MAIL FROM command, when checking the
sender's email agains the "FROM Emails" blacklist, the "Domains" blacklist, the "Excluded
FROM Emails" whitelist, and the "Excluded Domains / IPs" whitelist.

Tag Spam & Deliver - Allows to tag spam by adding the header "X-SF-SPAM:Y" to email
classified as spam. The email is then forwarded to the destination SMTP server. This
allows administrators to handle spam as they wish on the back-end.

Tag Spam in Subject & Deliver - Allows to tag spam by prefixing the word SPAM: in
the subject line of emails classified as spam. The email is then forwarded to the
destination SMTP server. This allows administrators to handle spam as they wish on the
back-end.

Tag Whitelisted emails in Subject - When checked, this option causes SpamFilter to
add a tag in the subject line (customizable via the "WhitelistTagPrefix" parameter in the
SpamfFilter.ini file) to indicate that the email was whitelisted.
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5.2 Black / White Lists tab

The following blacklists and whitelist options are available. In SpamFilter Enterprise, each
setting can be configured independently for each email domain.

= Spam Filter Settings ;lglﬁ

e I - | > ] > I - | | | EHTFSMIIthI&Seﬂml Copy Fites Settings |
[id | Eromain Hame [Use nd.m; j ~Destigion Server veride
2 ; I’“'L IDD MR Hame: srip1 and SMTP Seaver
ngeal o 5
: |725 changes aie effective
3 mal netvide_net immekateiy
4 best netwide net E[ LI :
Fier Setings [Black 7 White Lisis | SPF | SFDB | SFDC |
~Black Lists ~White Lists
Domains |  CountyFiters | FROM Emails Excluded FROM Email: | Authorzed TO Emails | Keywords
TOEmal: |  Ahachments: | Honeppots Excheded Domains / 1P | Unfitered Emais
MAPS Servers | SURBL Servers | Keywords Fiter | IPs IF yous nesd bo recsive smads from a domain or an IP thatis
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drisbl rgabl ong, bue
drisbd scebs net e
E H

Close | Sava Satmge |

Figure 3

5.2.1 Blacklists

MAPS Blacklist servers - SpamFilter checks the IP address initiating the connection. If
it is listed in one of its many DNS blacklists the connection is refused. SpamFilter can
reject connections based on a configurable minimum number of matches. A ",true" after
an RBL entry means their DNS is expecting the IP to be reversed, i.e. to test a
connection from 1.2.3.4 they expect 4.3.2.1.bl.spamcop.net

SURBL Blacklist servers - SpamFilter scans the content of emails for any HTTP links
and URLs. Every link found is then tested against one of the many SURBL DNS blacklists
available. If present, the connection is refused.

Blacklisted IPs - You can keep a file with additional IPs that you want to blacklist by
entering the filename below. If the file does not exist it will be created. The file is
reloaded every minute. List individual IP addresses on each line. Use an ending .0 for a
Class C wildcard (i.e. 192.12.45.0 to block 192.12.45.1 --> 192.12.45.255, or
192.12.0.0 to block 192.12.0.0 --> 192.12.255.255). This IP blacklist also supports the
use of CDIR notation to specify networks. For example, 192.12.45.0/24 will block the
previous Class C of addresses as well. The contents of the file will be loaded in the
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memo box, allowing you to make changes to the file.

Blacklisted Domains - You can keep a file with additional Domains that you want to
blacklist (based on the MAIL FROM field) by entering them below. Enter one domain per
line, wildcards (* and ?, same rules as DOS wildcards) are allowed. You can also use
Regular Expressions (RegEx). If the file does not exist it will be created. The file is

reloaded every minute. The contents of the file will be loaded in the memo box, allowing

you to make changes to the file.

0 This list supports the :NULL option to send emails in a black hole. If an entry is in the
form domaini.com:NULL it will cause all emails from domainl.com to be accepted
and then sent to NULL right away. Such emails will not cause NDRs, they will not be
quarantined, they will not be seen by the users.

o If an entry is in the form domainl1.com:NoNDR such emails will not cause NDRs as in
the DoNotSendNDROnQuarantine parameter in the ini file.

o This list supports the :Honeypot option, which will cause the sender's IP address to
be automatically blacklisted in the future.

Blacklisted FROM Emails - If you want to block any particular email addresses, enter

them here, one email per line. Wildcards (* and ?, same rules as DOS wildcards) are

allowed. You can also use Regular Expressions (RegEx).

o This list supports the :NULL option to send emails in a black hole. If an entry is in the
form useri@domainl.com:NULL it will cause all emails from userl@domainl.com to
be accepted and then sent to NULL right away. Such emails will not cause NDRs, they
will not be quarantined, they will not be seen by the users.

o If an entry is in the form domainl1.com:NoNDR such emails will not cause NDRs as in
the DoNotSendNDROnNnQuarantine parameter in the ini file.

0 This list supports the :Honeypot option, which will cause the sender's IP address to
be automatically blacklisted in the future.

Blacklisted TO Emails - If you want to block any particular destination addresses,

enter them here, one email per line. Wildcards (* and ?, same rules as DOS wildcards)

are allowed. You can also use Regular Expressions (RegEx).

o If an entry is in the form userl@domaini.com:NULL it will cause all emails to
userl@domainl.com to be accepted and then sent to NULL right away. Such emails
will not cause NDRs, they will not be quarantined, they will not be seen by the users.

o If an entry is in the form domaini.com:NoNDR such emails will not cause NDRs as in
the DoNotSendNDROnNQuarantine parameter in the ini file.

0 This list supports the :Honeypot option, which will cause the sender's IP address to
be automatically blacklisted in the future.

Country Filters - SpamFilter checks the what country incoming connections are coming

from. The current number of connections for each country can be updated by clicking

on the Update Stats Now button. Columns can be sorted by clicking on the column
header. This will help you in sorting countries and hits so you can determine if there are
any countries you do not wish to receive email from.

Honeypot Emails - You can have a list of "honeypot" email addresses. Any email sent

to an address in the list will cause the sender's IP to be blacklisted. The IP address will

be added to the file HoneypotBlockedIPs.txt, which contains the list of blocked IPs
automatically added by this filter. This filter is typically used by adding non-existent
email accounts to it that you know should never receive mail. If they do, then the email
is likely spam, so the remote IP will be blacklisted automatically.

Attachment Blocking - You can block emails that have unwanted attachments. You

can keep a file with banned attachments here. check emails for specific attachments or

attachment extensions. If the attachment is found, the email is rejected. Wildcards (*
and ?, same rules as DOS wildcards) are allowed. You can also use Regular Expressions

(RegEXx).
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0 This list supports the :NULL option to send emails in a black hole. If an entry is in the
form filename:NULL it will cause all emails with the filename attachment to be
accepted and then sent to NULL right away. Such emails will not cause NDRs, they
will not be quarantined, they will not be seen by the users.

o If an entry is in the form domainl1.com:NoNDR such emails will not cause NDRs as in
the DoNotSendNDRONnQuarantine parameter in the ini file.

o This list supports the :Honeypot option, which will cause the sender's IP address to
be automatically blacklisted in the future.

e Keywords Filter - You can check email content and subject header for specific
keyword and/or phrases. If found, the email is rejected. You can also use Regular
Expressions (RegEx). If the keyword file does not exist it will be created. The file is
reloaded every minute. The contents of the file will be loaded in the memo box, allowing
you to make changes to the file.

e This list supports the ::NULL option to send emails in a black hole.

e If an entry is in the form keyword::NULL it will cause all emails to be accepted
and then sent to NULL right away. Such emails will not cause NDRs, they will not
be quarantined, they will not be seen by the users.

e If an entry is in the form keyword::NoNDR such emails will not cause NDRs as in
the DoNotSendNDROnQuarantine parameter in the ini file.

e This list supports the ::Honeypot option, which will cause the sender's IP address
to be automatically blacklisted in the future.

e This list supports the ::NEGATE suffix in blacklist keywords. Adding this suffix
causes a MATCH if the keyword is NOT present, or causes a MISMATCH if the
keyword IS present.

Please note that unlike in other cases, with the keyword list you must enter the
":" symbol twice to specify the extra tag.

The keyword list allows to specify multiple RegEx expressions separated by commas,
just as regular keywords can be separated by commas. This has the effect of
specifying "AND" rules for RegEx. Note that a "Standard non-RegEx keyword must be
specified first for SpamFilter to recognize this syntax. For example: X-SF,([a-z]),
([0-9]1)

The keyword rules are as follows:
= Keyword(s) are entered on separate lines

= If all keyword(s) on a single line are found in the message, it is then
rejected.

= Separate keywords on a single line by using commas.

= The subject of an email can be scanned for keywords by prefixing the
keyword list with Subject:

= The contents of the "From:" header of an email (which usually includes a
name and an email address) can be scanned for keywords by prefixing the
keyword list with EmailFrom:

= The contents of the "To:" header of an email (which usually includes one or
more names and email addresses) can be scanned for keywords by prefixing
the keyword list with EmailTo:

* The complete set of headers of an email can be scanned for keywords by
prefixing the keyword list with Headers:
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Sample k_eyword Sample email content and effects:
entries:
. ... low mortgage, click reject|imatches all keywords in
= mortgage,click here to be removed from .
1 . ed 1st line
here,mailing our mailing ...
- . .... low mortgage, click . .
= free,mailing, list over here to be removed accep|click over here is no match
' from our mailing ted for click here
= unsubscribe
.... low mortgage, click over , .
L . reject|matches single keyword on
» Subject:viagra here to unsubscribe from -
. ed 3rdline
our mailing ...
5.2.2 Whitelists

¢ Local Domains - SpamFilter will only deliver email to the domains listed here. Wildcards

(* and ?, same rules as DOS wildcards) are allowed. You can also use Regular
Expressions (RegEx). If the domain in the RCPT TO email address is listed as a local

domain, then the recipient is accepted. This is done to prevent spammers to use

SpamfFilter to relay email to third party email addresses/servers. It is very important to
add your own domains to the local domain list. If not, you will not be able to
receive email. If you need to have any domain listed here forward its destination email
to a different server than the default destination server, you can specify so here. You
can override the default destination server by appending a different mail server and port
to any domain in this list. The syntax should be as follows (additional destination servers
for redundancy are supported):

DomainName:DestinationServer:DestinationPort[,DestinationServer:Desti

nationPort]

Forexample:

logsat.com:mail.logsat.com:25

or

logsat.com:mail.logsat.com:25,mail2.logsat.com: 26

Excluded Domains / IPs - You can keep a file containing a list of any "MAIL FROM"
domains or any IPs from which you want to receive email if they would be blocked by
any of your blacklist rules. Enter as many IPs or domains as you wish, one per line.
Wildcards (* and ?, same rules as DOS wildcards) are allowed. To exclude a whole class
C, enter it as 209.20.21.*. If the file does not exist it will be created. The file is
reloaded every minute.

Unfiltered Emails - Any local email address listed here will cause SpamFilter to bypass

all blacklist rules for it. If you have any users who do not want to have their email

filtered, enter them here. Wildcards (* and ?, same rules as DOS wildcards) are allowed.

You can also use RegularExpressions (RegEx).This list supports two :TAG options to

bypass the default "pass all" rule for entries on this list.

o If an entry is in the form user@domainl.com:TAGSUBJECT it will cause all emails
sent to user@domainl.com to be accepted and then delivered to that user no matter
what. However emails that are classified as spam by the various filters will have the
prefix "SPAM:" added to the subject line.

o If an entry is in the form user@domaini.com:TAG it will cause all emails sent to
user@domainl.com to be accepted and then delivered to that user no matter what.
However emails that are classified as spam by the various filters will have the header
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"X-SF-SPAM:Y" added to them.

e Excluded FROM Emails - You can keep a file containing a list of sender's email address
to be excluded from all filtering rules. Enter one email address per line, wildcards (* and
?, same rules as DOS wildcards) are allowed. You can also use Regular Expressions
(RegEx). If the file does not exist it will be created. The file is reloaded every minute.
The contents of the file will be loaded in the memo box, allowing you to make changes
to it.

e Authorized TO Emails - You can keep a file containing a list of authorized recipients. If
you want SpampFilter to only deliver emails to specific addresses in your domain(s), you
can manage such a list here. Enter one email address per line, wildcards (* and ?, same
rules as DOS wildcards) are allowed. You can also use Regular Expressions (RegEx). If
the file does not exist it will be created. The file is reloaded every minute. Please not
that if such a list is present, SpamFilter will not deliver email to an address unless it is
present in such a list. Use with care. Delete the filename from the edit box to
disable the list.

In addition to the local list of valid recipient email addresses, SpamFilter supports the
use of a custom webservice hosted in your environment to query for valid users. More
details on how to configure the webservice can be found in the next page.

e Keywords Filter - You can check email content and subject header for specific
keyword and/or phrases. If found, the email is allowed through the filters. Useful if you
want to allow certain customers to send you email without having to place them all in a
email address whitelist. The same syntax rules as the blacklist keywords apply.

e SMTP User Authentication - SpamF ilter is able to authenticate senders via LDAP,
Active Directory, and a Unix-style password file. If a user is successfully authenticated,
they will be whitelisted and will be able to use SpamFilter to relay emails. This will allow
users to use SpamfFilter's server as their "Outgoing SMTP Server" in their email client
configuration. SSL support is available to encrypt the login credentials. Please see the
SSL certificates section for more information about using your own certificates.

5.2.2.1 Authorized TO Web Service

In addition to supporting a local list of email addresses for the Authorized TO whitelist,
SpamFilter can verify the validity of recipient email addresses by querying a webservice
hosted in your environment. This is done by entering in SpamFilter the URL that SpamFilter
needs to use to test for the validity of an email address using this format:
http://192.168.10.1/test/?e=<%email% >

SpampFilter will dynamically replace the <%email% > placeholder with the current email
address being checked. You can use https if you'd like, and add other parameters - as
long as you have one with <%email%> that will work. For example this will be fine too:
http://192.168.10.1/test/?e=<%email% >&user=bob

This is what the GUI looks like. For SpamFilter Enterprise you're able to specify a custom
webservice URL for each domain you host:
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You can use any directory you want in the URL, and any parameter name you prefer, for
example:

http://192.168.10.1/test/?e=<%email%>
http://192.168.10.1/SpamFilter/?auth=<%email%>

When you create the webservice, the webserver must just reply with just a "NO" string if
the user does not exist. With any other response, or with any type of error, SpamFilter
will assume the address is instead valid.

So for example, when checking the non-existent email address "roberto333@logsat.com”,
this would the the request being made to your webserver in the above example:

il GET /test/Te=rcberto3i3@logsat.com HTTP/1.1
7

And this is the webserver's response to indicate the user does not exist. Any other
response where the body is different than a plain "NO" will be interpreted as a valid user.
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HTTP/1.1 28@ 0K

NO

5.2.3 Regular Expressions

Every single LINE of text in every single local list that is currently able to support
wildcards will be treated with the usual wildcard rules. But if any one of those lines of text
starts with an open parenthesis "(", and end with a closing parenthesis ")", then that one
single line will be tested using RegEx rules. Please see the section for regular expression
syntax for additional details.

5.3 SFDB Filter - SpamFilter Distributed Blacklist

The SFDB filter uses a very powerful resource to stop spam:

The entire global SpamFilter ISP user community.

Anytime an IP address is added to SpamFilter's local IP blacklist cache, the SFDB filter
updates our Distributed Blacklist centralized database. This allows the SFDB filter to have
access to a huge repository of spammer's IPs, updated in real-time by all the SpamFilter
ISP users in the world. IP addresses from the database are automatically aged and
removed from the database within 24 hours if they receive no further reports.

The SFDB filter detects spam by checking IP addresses against the SFDB database. The
"network reliability" level tells SpamFilter how many different users must have reported a
specific IP in order to classify it as spam.

Use a Network Reliability value of 0 to disable the SFDB filter.

In SpampFilter Enterprise, each setting can be configured independently for each email
domain . In the free version of SpamFilter, the SFDB filter will only query the SFDB
database, reporting of new IPs is disabled. Furthermore, in the free version, the SFDB
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filter is limited to a 15-day trial period.
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5.4

SFDC Filter - SpamFilter Distributed Content

The SFDC (SpampFilter Distributed Content) filter is the latest filtering technology
developed by LogSat Software.

When SpamfFilter ISP receives an email, it will analyze the email's contents and will
calculate a 20-byte hash to characterize it. We developed technology that is able to
detect similar emails based on their contents. SpamFilter will assign the same hash to
similar emails. When SpamfFilter detects that emails with the same hash signature are
originating from several different locations, it will report such anomaly to our centralized
servers.

Our database analyzes, in real-time, this incoming flow of messages, and, based on their
quantity, origin and destinations, is able to detect what signature hashes are generated
by spam emails.

The technology behind the SFDC allows our centralized database to detect spam
signatures regardless of the email's text and contents, but rather base it on the patterns
used by spammers to deliver their emails.

oy
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5.5

5.6

GreyListing

Greylisting is not an anti-spam filter itself. More specifically, greylisting takes advantage
of a required behavior by the RFCs that some anti-spam products use to greatly reduce
the amount of spam received.

In the majority of the cases, when a "spam bot" computer is used to send spam, it will do
so by sending huge amounts of emails in the fastest way possible. If a recipient's SMTP
server does not respond, chances are that the spam bot will ignore such server and move
on.

Luckily this behavior by spammers is in direct violation of the RFCs that dictate how email
works. The RFCs require that, if an initial attempt to deliver an email fails, the sender
must retry to send it.

Greylisting takes advantage of this by initially denying every connection attempt from an
IP address. Only after a certain, small amount of time is the remote IP allowed to
connect. If the sender is a spam bot, it is very likely that said IP will never retry to
connect again, and so it will not even try to send spam. If the sender is a legitimate
server, they will be following the RFC guidelines, and within a few minutes they will retry
sending the email, which will be then delivered.

SpamFilter ISP v4 and higher support greylisting, and we at LogSat Software have made
some changes in the implementation of this method to reduce the amount of delays that
occur when a server connects for the first time to SpampFilter.

Please note - Implementing greylisting will initially cause a slight delay when
receiving emails. This delay will only occur *once* for each mail server that sends an
email to SpamFilter. As soon as the mail server retries sending the email (which usually
occurs after a few minutes), from then on all future emails from that server will be allowed
to pass the greylisting filter. So if company A sends you an email, the very first attempt
will be delayed by a few minutes. From then on, all emails will be delivered normally. This
slight initial delay is seldom ever noticed by the end-users, as it occurs only once.

SPF - Sender Policy Framework

SPF is an open source standard that is emerging as a solution to prevent spammers from
using fake email addresses. The following description was taken from the official SPF
website at http://spf.pobox.com:

Domains use public records (DNS) to direct requests for different services (web, email,
etc.) to the machines that perform those services. All domains already publish email
(MX) records to tell the world what machines receive mail for the domain.

SPF works by domains publishing "reverse MX" records to tell the world what machines
send mail from the domain. When receiving a message from a domain, the recipient can
check those records to make sure mail is coming from where it should be coming from.
With SPF, those "reverse MX" records are easy to publish: one line in DNS is all it takes.
Suppose a spammer forges a hotmail.com address and tries to spam you.

He connects from somewhere other than hotmail.

When his message is sent, you see MAIL FROM: <forged_address@hotmail.com>, but you
don't have to take his word for it. You can ask Hotmail if the IP address comes from
their network.

(In this example) Hotmail publishes an SPF record. That record tells you (your computer)
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how to find out if the sending machine is allowed to send mail from Hotmail.

If Hotmail says they recognize the sending machine, it passes, and you can assume the
sender is who they say they are. If the message fails SPF tests, it's a forgery. That's
how you can tell it's probably a spammer.

SpamFilter ISP looks up SPF DNS records for all incoming emails. If an SPF record exists,
the query results can be any one of the following:

0 Pass: the message meets the domain's definition of legitimacy.

0 Neutral : the message does not meet a domain's definition of
legitimacy, but the SPF client MUST proceed as if a domain did not
publish SPF data. Likely used by domains in transition phase
who are beginning to adopt SPF.

0 Softfail : the message does not meet a domain's strict
definition of legitimacy, but the domain cannot confidently state
that the message is a forgery.

0 Fail : the message does not meet a domain's definition of
legitimacy.
If the result is "Pass" the email will pass the SPF filter. Behavior for all the other failing

results can be customized by the administrators in the SpamFilter GUI by adjusting the
settings in the Settings - SPF Filter tab.

In SpamFilter Enterprise, each setting can be configured independently for each email
domain.
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5.7 Bayesian Statistical Filtering

SpamFilter ISP features statistical DNA fingerprinting of incoming emails. The statistical
analysis is performed using Bayesian rules. Tokens within incoming emails are scanned and
categorized in a corpus file. The content of all new incoming email is fingerprinted and
checked against the historical data. If there is a high statistical probability that the email
is spam, it is rejected.
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Figure 6

The statistical engine kicks in after 5,000 non-spam and 5,000 spam emails have been
received (values customizable by editing the SpampFilter.ini file). This is done to build a
valid statistical base to use before emails are rejected. During this period of time, it is
critical to avoid false positives. If a good email is quarantined, forcing it's redelivery either
thru the web interface or the SpamFilter GUI will "teach" SpampFilter that the fingerprint in
that email is a "good" one, and the statistical DNA database will adapt itself to it. It is
very important initially to check the quarantine often to force delivery of legitimate email
that has been blocked by the "regular" filtering rules.

A slider is used to control the accuracy of the statistical filter. Incoming emails are
assigned a probability of being Spam, ranging from 0% (most likely a valid email) to 100%
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(most likely Spam). Any emails that have a probability of being spam above the value you
set will be rejected. Typical threshold values are in the 99.9% range.

e Bayesian Filter Threshold - Use this slider to control the accuracy of the statistical
filter. Incoming emails are assigned a probability of being Spam, ranging from 0% (most
likely a valid email) to 100% (most likely Spam). Any emails that have a probability of
being spam above the value you set will be rejected. Typical threshold values are in the
99.9% range.

e Learn new incoming emails - If checked, this options allows SpamFilter to
continuously monitor incoming emails, thus “learning” about what is spam and what is
legitimate email, and to update the statistical database in real-time.

¢ Receive full emails if recipient is not in Authorized TO whitelist - Learningincoming
emails causes SpampFilter to receive the full body of emails before rejecting them, even
if recipients are not in the "Authorized TO" whitelist. Uncheck the box below to
disconnect senders immediately if the recipient is not in the "Authorized TO" list.

© 2017 LogSat Software



SpamFilter Settings 33

5.8 SMTP Authentication

Many mail servers lack support for SSL and SMTP Authentication. SpamFilter ISP supports
both SSL and SMTP AUTH via Active Directory, LDAP, and Unix-style password files. If a
user is authenticated, they will be able to bypass all filtering rules and use SpamFilter ISP
as a relay to send their outgoing emails.

Administrators can then add support for SMTP Authentication (and SSL) if they have older
mail servers that do not have these features.
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5.9 Filters per-Domain

In SpamFilter ISP, most filters can be enabled and disabled individually for each domain. In
SpamFilter Enterprise, this functionality is greatly enhanced by allowing administrators to
specify most settings and most blacklist/whitelist setting individually for each domain.

5.10 Customized Items

Most rejection notices to the remote servers can be customized. In the error string you
can embed the following connection-specific parameters:

e %IP% - The IP address of the remote server connecting to SpamFilter

e %Domain% - The MAIL FROM domain name of the incoming email attempt

e %EMailTo% - The recipient of the incoming email attempt
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¢ %EMailFrom% - The sender's email address
If you want to reset a field to its default value you can delete its reference in the
SpamFilter.ini file and restart SpamfFilter.
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Figure 7
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5.11 Filter Order

Filters are processed in a specific order. Once a filter determines an email is spam, all the
following filters will be skipped.

Following is the order of the filters. In red are the blacklists, in green the whitelists:

Cached IP blacklist
Greylist
Whitelisted IP
Whitelisted Email Address To
Whitelisted EMail Address From
Whitelisted Email From Domain
Whitelisted Auto White List Force Delivery
Allowed Domains
Local IP Blacklist
Local Domain Blacklist
Local Emails Blacklist
Local Emails TO Blacklist
Not in Authorized TO Emails
Country Blacklist
Reject No Reverse DNS
Reject Empty Mail From
Reject Same To From Email address
Reject if Recipient's email in Honeypot email list
Reject if IP in Honeypot-generated auto-ban list
Reject Same To From Domain
Recipient Count > Max RCPTTO
MX Record check
SFDB Filter
SPF Filter
MAPS check
Keyword Whitelist
SFCD Filter
Blank emails with attachments only
Spam Images in PDFs
Attachment Filter
Keywords
Image Filtering
Bayesian Filtering
SURBL check
Antivirus Plugin

6 Quarantine Database

SpamfFilter ISP

SpampFilter ISP does not require a database to filter emails. A database is however
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6.1

required if you wish to quarantine spam emails that were blocked. The quarantine
database allows administrators and end-users to retrieve legitimate emails that were
incorrectly detected as spam. When a blocked email is force-delivered, SpamFilter will
automatically match the sender with the recipient, so that any future emails from that
sender to that recipient will be automatically whitelisted.

More detailed instruction on how to configure a database can be found in the section
SpamFilter ISP of this chapter.

SpamFilter Enterprise

SpamFilter Enterprise stores all its configuration settings in a database, making the use of
a database mandatory. To ensure maximum uptime in cases where the database server is
unavailable, SpamFilter Enterprise caches a copy of all its database settings to local text
files. Any changes to the settings stored in the database cause SpamFilter to
automatically export the changed settings to its relative cache text file within 5 seconds.
The database can be updated even if SpamFilter is not running. In this case, when
SpamfFilter starts up, it will immediately see the updated tables in the database, and will
immediately update its cache files automatically.

More detailed instruction on how to configure a database for SpamFilter Enterprise can be
found in the section SpamFilter Enterprise of this chapter.

SpamkFilter ISP

SpamFilter ISP does not require a database to filter emails. A database is however
required if you wish to quarantine spam emails that were blocked. The quarantine
database allows administrators and end-users to retrieve legitimate emails that were
incorrectly detected as spam. When a blocked email is force-delivered, SpamfFilter will
automatically match the sender with the recipient, so that any future emails from that
sender to that recipient will be automatically whitelisted.

Supported Databases
The following database platforms are supported by SpamFilter ISP:
e Microsoft SQL Server 7 or higher
e MySQL v4.1 or higher (v5.1 or higher is required for SpamFilter Enterprise) with
MySQL ODBC Connector v3.51.12. Warning - MySQL ODBC Driver v3.51.14 has a
known bug that renders it incompatible with SpamFilter. Please install
v3.51.12 or earlier of the driver.
e Microsoft Access (not supported in SpamFilter Enterprise)
e Oracle 8.x and higher (not supported in SpamFilter Enterprise)

Microsoft Access

An empty MS Access database is included with SpamFilter, and can be found in the
\SpamFilter\database directory. As MS Access was not designed for multi-user
applications, we do not recommend using Access in a live, high traffic installation. Please
note that Access has a 1GB/2GB limit on table sizes, depending on the version of Access
being used. When using MS Access, MDAC 2.8 or higher is required on the server running
SpamFilter.

MS SQL, MySQL, Oracle

SpamFilter ISP has a simple 1-2-3 step wizard that can create the necessary tables in
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Microsoft SQL Server, MySQL and Oracle. An empty database must be created by the
DBAs (Database Administrators) before executing SpamFilter's database wizard. If the
DBAs wish to manually control the table creation process, the SQL scripts used to create
the tables for all 3 platforms are included in the database platform.

MS SQL and MySQL Detailed Configuration Samples
Detailed step-by-step procedures to configure Microsoft SQL Server and MySQL
databases can be found in the sections Microsoft SQL Server Database Setup and MySQL
Database Setup.

SpamFilter ISP Database Options

The "Database Setup" tab in SpamFilter is used to configure the database options in
SpampFilter. The database connection, as with all other options in SpamFilter, can be
added/changed while the program runs. The connection string can be defined either by
using an Universal Data Link File (.UDL) or by specifying a complete connection string
within SpamFilter. We recommend using UDL files since they can be used by the
webserver as well without exposing the database password in the web files. Sample UDL
files for the 4 supported database platforms are found in the \SpamFilter\database
directory. Please ensure that the database user defined in the UDL/connection string must
have the proper database rights to be able to create tables.

The following options are available:

e Days to store quarantined rejected emails - Normally SpamFilter will reject an
email if it considered as spam. You can optionally choose to receive and archive
those emails rather than having them lost. The remote server will still receive an
error stating that the email was rejected, but you will keep a copy in the
quarantine directory for this amount of days. This will allow you to force delivery of
legitimate email which could have been filtered. If you enter a 0 in this field
quarantine is disabled and email is rejected immediately.

o Database cleanup interval - Specifies how often SpamFilter performs a cleanup
of the database, removing emails that have passed their retention period.
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Figure 8

Database Table Details
The three tables used for the quarantine and the privileges needed for them are:
0 tbIMsgs (contains the message body)
= DB user needs SELECT, INSERT, UPDATE, DELETE rights

o0 tblQuarantine (contains all details about the email except the content)
= DB user needs SELECT, INSERT, UPDATE, DELETE rights

o0 tblRejectCodes (contains the current 13 reject categories)
= DB user needs SELECT rights

0 tblServers (used when multiple SpamFilters share the same database)
= DB user needs SELECT, INSERT, UPDATE rights

0 tblLogins (used to store usernames and passwords for users who access
the web-based quarantine)
= DB user needs SELECT rights (the account used by the APS/PHP
pages will need INSERT, UPDATE rights as well)
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6.2

SpamFilter Enterprise

SpamFilter Enterprise requires the use of a database. To maximize SpamFilter's availability,
SpamFilter maintains a local file-based copy of its database settings locally on the server.
This allows SpamFilter Enterprise to function even if the database is offline. To achieve
this goal, SpamFilter Enterprise relies on triggers available only in certain database
servers. SpamFilter Enterprise does not support Microsoft Access, Oracle, and older
versions of MySQL and Microsoft SQL Server.

Supported Databases
The following database platforms are supported by SpamFilter Enterprise:
e Microsoft SQL Server 2000 or higher
e MySQL v5.1 or higher with MySQL ODBC Connector v3.51.12. Warning - MySQL
ODBC Driver v3.51.14 has a known bug that renders it incompatible with
SpamFilter. Please install v3.51.12 or earlier of the driver.

Prerequisites

SpamFilter Enterprise will run in "Standard" mode when the database is not configured
(the default mode). Before being able to switch functionality to the "Enterprise" mode,
SpamFilter requires that a supported database platform be configured using the Database
Setup tab.
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Figure 9

Enterprise Database Configuration

Once the database has been configured to use the SpamFilter "Standard" tables, the
"Enterprise Mode" can be enabled. To proceed, perform the following 4 steps on the
"Enterprise / Standard Version" tab, as shown on the screenshot in Figure 10.

1. Click on "Use Enterprise Filters"

2.Click on the "Save Settings" button.

3.Click on "Create / Check Database tables" button to have SpamFilter create the
necessary Enterprise tables. The database script commands being executed,
and any errors that may result, will be displayed in the memo field underneath
the button. We recommend scrolling thru the results to see if any major errors
appear in the results.

4.0nce the script in the above step has completed, restart SpamfFilter.

© 2017 LogSat Software



Quarantine Database

@ Spam Filter

41

=10} x|

|sm|mm|m|sm|nmm|m!

Datsbase Setup | CustomDomanFitess | Customizedltems |  FegExTest | DebugView | WebSewa |

Configuation Entespiise / - Userdutheriication | BapesisnFiter | AnliViue
Step 1 - Click

Sebect SpamFiber Fiber werzi "Uze Enterpnise

€ Use Standard Fillers il

(% Llze Entesprize hilters:

Please restart SpamFilter alter ch

tppe and after having created the Ent

Tablex above. A quarantine DB "must” be

configured for Enterprize verzion.
MySOL DE: User nesds SUPER nghts ta
databace for igger cieation

Databaze Tables™

Flease select the mode in which vou wish b use SpamFiter

InStandaid mede, SpamFikes will store 2l filter sedlings in
local best hles. Some of the flters can be conligured to act on

specific domains.

In Enterprise mode, SpamFilter slones most of the fitenng
options in the database, Mot of the fitenng oplion: can be
configured independently for each domain hosted. The
automatically exported to local fles bo ensure
senver i alfine,

Step 3 - Click
"Create/Check

Step 4 - Restart
SpamFilter

, Create NT Sevice | HmhmMm MUST set pour local
Save Sellings T domain{z] in the Black 7 White Lizt tab

Step 2 - Click

Spam Fiber v.25 3 654 [REGISTERED) by LogS st Sofware

"Gave 5 Ettings"

A 2 Hep!

Latest biadd avasdable for

Runring since: 3/11/2007 11:04:54 PM

downlosd:
v. 31.3615
| [

Figure 10

© 2017 LogSat Software




42

SpamkFilter ISP User Guide

6.3

Microsoft SQL Server Database Setup
The steps to configure SpamFilter ISP to use a Microsoft SQL Server database are:

1. Install Microsoft SQL Server on a server (it can be installed on the same server running
SpamfFilter).

2. Create an empty database in SQL Server. The samples below assume this database to
be named “spamfilter”, but you can use any other naming convention

3. In SQL Server, create a new SQL user and assign it dbo privileges for the “spamfilter”
database. After the necessary tables have been created, the privileges can be reduced
to allow this user only read/write data.

4. Configure the database connection in SpamFilter to point to the above database. The
simplest way to proceed is to use a UDL file (Microsoft's Universal DataLink) to define
the connection to the SQL server. In the SpamFilter\database directory you'll find
several .UDL files for each database platform. Please double-click on the one for SQL
Server, SpamFilterMSSQL.udl. The correct OLE DB Provider should already be selected in
the "Provider" tab. Under the "Connection" tab enter the name of your SQL server, and
provide the username/password just created. Ensure you check the “Allow saving
password” box so the credentials are saved in the UDL file. Please see the screenshot in
Figure 13 for sample settings. Click on "Test Connection" to ensure the UDL file works.

TN oo coipropertic x4
Provider | Connection | Advanced | M1 | Provider Connection | Advanced | A1 |

Selact tha data you want to connect to: Specify the following to connadt to SGQL Server data;
OLE OB Provider®s) ] l.%ﬂrmnmm:
MediaCatalog DB OLE DB Provider J _I
MediaCatalogMerged DB OLE DB Provider 2. Enter information to log on to the senver:
MadiaCatalogWeb DB OLE DB Provider € Use Windows NT Integrated securty
Microsoft Jet 4.0 OLE DB Provider ‘ ,
Microsoft OLE DB Provider for Analysis Services 5.0 ¥ Use 3 spechic user name and password:
Microsoft OLE DB Provider For Data Mining Sarvices Llsar name: jsﬂamF.tethe.-
Microsoft OLE DB Provider for DTS Packages
Microsclt OLE DB Provider for Indeing Service Password: |
Microscft OLE DB Frovider for Intemet Publishing [ ioey S
Microsoft OLE DE Provider for ODBC Drivers
Microsoft OLE DB Provider for OLAP Services 8.0 3.1 Selectthe database on the server:
Micrasoft OLE DB Provider for Oracle |5pa-.r. Fiter =|
Microscft OLE DE Provider for Outlook Search z

|| Microscét OLE DB Provider for SQL Server (" Atach a datahase file 23 a database name:

Microsoft OLE DB Simple Provider | pamFiter
MS D.ai.,aﬂha‘.:e lsimg the Hename
QLE DB Provider for Mecrosoft Directony Senvicas ll I ST _l

Figure 13
5. In SpamfFilter, under the "Settings - Quarantine DB" tab, click on the "..." ellipse button
to select a Connection String. In the box that follows, select "Use Data Link File" and
select the SpamFilterMSSQL.udl you customized before. See screenshot in Figure 14 for
sample settings.
6. Use the 1-2-3 step wizard in SpamFilter's Quarantine DB tab to create the necessary
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tables in SpamFilter. On step 3, ensure to click on the “Save & Activate Conn String”

button.
7. Click on the “Save Settings” button.

ST

[ Sewings | Activiylog | Cornechons | Statisics | Ouasanitine | About |
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E SpamFilter does not need a database to runl Ertes the rurmber of days lo stoe
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= ratheer than reject it mmediately. dizsble
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£ &n emply database which will old the quatartined items. disable
w - - -
— Tables wilthen need to be created. You can do that by Ths Quarantine DB/ia active
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® SpamiFiler do the work for pou in the follovang 3 steps. Evenr i the qusian
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the database uzer vou specily in the cormection siing has dedelionieject of messages on a
enough nghts ko creste bables in the databased pes rube basiz
. Creale NT Service | Running in standalone mode Nots - You MUST et your local
Save Sellings e domain(z] in the Black 7 White List tab
Cusrent Inbound Connections: 0 EMails foewarded: 0 % Help!
Total Inboamd Conmecticns Served: EMail: blocked: O :
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Spam Fiker v 35,3 654 [REGISTERED] by LogS at Software v. 213615
Runring since: 3{4/2007 10:53:08 AM [T

Figure 14
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6.4 MySQL Database Setup
The steps to configure SpamFilter ISP to use a MySQL database are:

1. Install MySQL on a server (it can be installed on the same server running
SpamFilter). On Windows platforms we recommend installing the "MySQL
Administrator” tool as it allows easier administration for MySQL.

2. Install the MySQL ODBC Driver v3.51 (do not use any beta drivers). Warning -
MySQL ODBC Connector Driver v3.51.14 has a known bug that renders it
incompatible with SpamF ilter. Please install v3.51.15 or later, or v3.51.12 or
earlier of the driver.

3. Create an empty database in MySQL. The sample screenshots assume this
database to be named “spamfilter”, but you can use any other naming convention.

4. In MySQL, create a new user (“SpamfFilterUser” in the sample screenshots), and
assign it all privileges for the “spamfilter” database. Please see the screenshot in
Figure 9 for a sample.

B mysoL Administrator - root@localhos 1506 B =0 x|
Ao Edt Vew Took Window Help

Server Informattion
5 e User Information  Schema Privieges | Resources |
serace Control
;:‘a SpamFilterlizen. [SpamFilteslzor)
éb} Starbup Varshies T C b Pri o e Liser
-, i e
Al vser asmastration
- Schemata Assigned Privieges
S server Connectons ] Beasr B Avalabie Privieges
;3 Health —_— | PineeRT —l
: o e Bl uPoaTE ; |
-1= Server Logs logsatsfdatast],_doe Wiciie
Replcation Status mysg B creaTe o |
o e F GRanT ,,l
(g Fiestore %, REFERENCES
: Sy
s Cotaioge 7 INDEX
e ‘i ALTER
L CREATE_TM...
Lisers Anoounits 1 '_‘-\'.LQCK_TI&ES
Pl T CAEATE_VIEW
7 Gpae i T SHOW_VIEW
£ — . CREATE RO)...
ot B ALTER_ROU...
P mEouTe
T
: b
Figure 9

5. In the ODBC Data Sources on the server, create a DSN for the above database
using the MySQL ODBC Driver. See the screenshot in Figure 10 for a sample.

6. Configure the database connection in SpamfFilter to point to the DSN above. The
simplest way to proceed is to use a UDL file (Microsoft's Universal DatalLink) to
define the connection to the MySQL server. In the SpamFilter\database directory
you'll find several .UDL files for each database platform. Please double-click on the
one for MySQL, SpamFilterMySQL.udl. The correct OLE DB Provider should already
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be selected in the "Provider" tab. Under the "Connection" tab select the DNS
created in step 4 above. Please see the screenshot in Figure 11 for sample
settings. Click on "Test Connection" to ensure the UDL file works. Please ensure
that the "Return Matching Rows" option in the Advanced settings has been

checked.
B Connector/ODBC 3.51.12 - Configure Data Source Name 2l x|
Connector/0DBC
MySOL
Logn | Connect Options | Advanced |
Databaze
Dot Sz Nane [SommraevSat
The database to be cument upan - .
Deociption [SeamPterttySaL LR Provider m]ﬁdvamdlﬂ |
: Specify the following to connect 1o ODBC data:
Shriwr [1z7001 Optional s 1. Sy the st of daa
Dokoult Inonel (¥ |lse data source nama
User |SpamFiterUser [SpamFitertySaL =] Fefresh|
[ " Use connection string
Carmechor st
| Bid),
Database [smartiter - |
2. Enter information o log on to the senver
User name: |
Test Disgricstics > | e T T Password: [
[T Blank password [~ Allow saving password
Bl connector /ODBC 3.51,19 - Configure Daka Source Mame : 2= 3. Enter the initial catalog to use:
Connector/0DBC l&wrtnwwthdaabaﬂedfﬁ.H _; I =
™y SGL
Test Connection
Logn | Comect Optiors  Advanced | Cannector/0DBC Configuratian
Flags 1 2 3 This dislog is used o adi & Dats Source Name
ez B e o). 0K | Coeet | He

I™ Changs BIGINT Columns To Ink

I Safe

™ Enable futo Reconnect

™ Enable auko_increment NULL search

[Trer | siagostis >3 | ok | caee | nep |

Figure 10 / Figure 11

7. In SpampFilter, under the "Settings - Quarantine DB" tab, click on the "..." ellipse
button to select a Connection String. In the box that follows, select "Use Data Link
File" and select the SpamFilterMySQL.udl you customized before. See screenshot in
Figure 12 for sample settings.

8. Use the 1-2-3 step wizard in SpamFilter's Quarantine DB tab to create the
necessary tables in SpamFilter. On step 3, ensure to click on the “Save & Activate
Conn String” button.

9. Click on the “Save Settings” button.
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il
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& pamiiter do the work for pou in the following 3 stepa. el Ryl the quaran
1F yous choose ko have SpamFiber create the tables, make sure you can still force the immediate
the uzer you specily in the cormection sting has delelionieiect of messages oh &
enugh ights to create tables in the databasel pet rubs basiz

Create NT Senvice | Runining in stardalone mods Mote - ou MUST set your local

Sawe Seilings Siop N - domain(z] in the Black 7 White List tab
Cagrent Inbeumd Connections: 0 Ebdails foewardad: 0 % Help!
Tieaal Inboamd Conneclions Semved: 0 EMails blocked: O -
Cusrent Duthound Connections: 0 EMails Attemnpls: 0

Spiaen Fiten v.35.3.654 [REGISTERED) by LogS at Software
[Runiring since: 3/4/2007 10:53:08 AM

Figure 12
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7.1

Network Configurations Samples

To detect spam accurately, the network must be configured so that incoming internet
email is routed to SpamFilter. SpamFilter should be the first application/server to receive
and process incoming internet emails in your network.

If SpamFilter is placed behind a firewall, ensure that the firewall is configured so that
SpampFilter sees the internet IP address, and not a translated address, for the remote
servers.

SMTP servers directly connected to Internet

To implement SpamFilter with minimal impact you would do the following.

Configure SpampFilter to listen on a different IP, for example on mail2.domain.com. This can
be done by installing SpamFilter either on a separate server or the same server provided it
has multiple IP addresses assigned to it. Reconfigure the MX record to point to
mail2.domain.com. SpamFilter will now be receiving all internet email and will then forward
legitimate emails to your SMTP server at mail.domain.com. Your existing customers still
have mail.domain.com for SMTP server in their email client configuration, nothing will have
changed for them.

DNS MX Record:
mail.domain.com

QOutgoing SMTP server
in email clients:
mail.domain.com

Your mail server
mail.domain.com
BEFORE

Sample configuration with SMTP
servers connected to Internet

AFTER

DNS MX Record
is changed to:
mail2.domain.com

SpamFilter server
mail2 domain.com

Qutgoing SMTP server
in email clients:
mail_domain.com

Your mail server
mail.domain.com
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7.2 SMTP server with single IP address connected to Internet

In this configuration SpamFilter is installed on the same server as your SMTP software.
The server only has one IP address available, SpamFilter will need to be configured to
listen on port 25 so it can accept email traffic. Your SMTP software will need to be
reconfigured to listen on a different port, for example port 26. SpamFilter will then forward
clean emails to your SMTP server on port 26.All your email clients will need to be
reconfigured so that their "Outgoing SMTP server" now points to your SMTP server on port
26. Alternatively, you may choose to let your email clients relay thru SpamfFilter. Please
note that in order to do so, you will need to configure IP whitelists in SpamfFilter to
specify the IPs from which your clients can relay from.

DNS MX Record:
mail.domain.com

Outgoing SMTF server
in email clients;
mail. domain.com

Your mail server

Sample configuration with a single SMTP & BEFORE
server and a single IP connected to Internet

The server has 1 IP address. SpamFilter and A FT E R
your SMTP server must listen on different ports:

DNS MX Record: mail.domain.com - port 25 — SpamFilter

mail.domain.com mail. domain.com - port 26 — your SMTP server

The outgoing SMTP server in email
clients needs to be reconfigured to use
your SMTP server on:
mail.domain.com port 26

SpamFilter will recaive the email
from on port 25 and then forward it
to the SMTP server on port 26

Alternatively you may use SpamFilter on
port 25, but will need to add to the IP
whitelist the user's IP address to allow
them to relay thru SpamFilter

© 2017 LogSat Software



Network Configurations Samples 49

7.3

SMTP servers behind Firewall

This is one of the simplest configurations to implement. Install SpamFilter on a standalone
server. Reconfigure the firewall so that it routes the external IP address to the IP
assigned to SpamFilter. SpamFilter will now be receiving all internet email and will then
forward legitimate emails to your SMTP server.

DNS MX Record:
mail.domain.com

Firewall NATs
external address to
your mail server

QOutgoing SMTP server
in email clients:

Your mail server 10.10.10.2

MX record points to 10.10.10.2
external firewall IP:
mail.domain.com
i ' ! i BEFORE

Sample configuration with multiple
SMTP servers behind firewall

| DNS MX Record: AFTE R

mail.domain.com
= Firewall NATs
external address i

\
SpamFilter » !
10.10.10.3 - .

Outgoing SMTP server
in email clients:
10.10.10.2

MX record points to
external firewall IP: Your mail server
mail.domain.com 10.10.10.2
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7.4  Single SMTP multihomed server behind Firewall

Configure SpamfFilter to listen on a different IP than your SMTP server. This can be done
by assigning additional IP address to the server. Reconfigure the firewall so that it routes
the external IP address to the IP assigned to SpamFilter. SpamFilter will now be receiving
all internet email and will then forward legitimate emails to your SMTP server.

DNS MX Record:
mail.domain.com

Firewall NATs
external address to
your mail server
10.10.10.2

Outgoing SMTP server

in email clients:
Your mail server

: _J 10.10.10.2
MX record points to 10.10.10.2
external firewall IP:
mail.domain.com

Sample configuration with single SMTP BEFORE
server / multiple IPs behind firewall

4 DNS MX Record: The server has 2 IP addresses bound to the

f f network card. SpamFilter and your SMTP
mail.domain.com server each listen on port 25 of an IP address:
10.10.10.2 - your SMTP server
10,10.10.3 - SpamFilter

Firewall NATs
external address
to SpamFilter on
10.10.10.3

: - Outgoing SMTP server
\ = in email clients:
k 10.10.10.2
MX record points to
external firewall 1P:
mail_.domain.com

SpamFilter will recaive the amail
fram the firewall and then forward it
to the SMTP server on 10.10.10.2
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7.5 Single SMTP server behind Firewall

In this configuration SpamFilter is installed on the same server as your SMTP software.
The server only has one IP address available, SpamFilter should be configured to listen on
a port other than 25 so it does not conflict with your SMTP Server, for example port 26.
Your SMTP software will not need be reconfigured. Reconfigure the firewall to perform port
mapping so that it routes the external SMTP traffic from port 25 to port 26 on the IP
assigned to SpamfFilter. If the firewall does not support port translation, this configuration
can't be implemented. Please refer to the "Single SMTP server with a single IP address
directly connected to Internet" example above for an alternate solution.

DNS MX Record:
mail. domain.com

Firewall NATs
external address to
your mail server
10.10.10.2

Outgoing SMTP sarver
in email clients;
10.10.10.2 on port 25

B
-

| Your mail server e

M3 record points to 10.10.10.2

external firewall IP: &

mail.domain.com

Sample configuration with a single SMTP BEFORE
server and a single IP behind firewall

| DNS MX Record:
mail.domain.com

AFTER

The server has 1 P address, SpamFilter and
your SMTF server must listen on different ports:
10.10.10.2 - port 25 = your SMTP server

10.10.10.2 - port 26 - SpamFilter
e SMTP traffic
" translated 3 a @ @

on port 26

Outgoing SMTP server
in email clients:
10.10.10.2 on port 25

MX record points to Firewall NATs external - - ; -
external firewall IP: address to SpamFilter on SpamFilter will receive the email

5 i 10.10.10.2 and reroutes from the firewall on port 26 and then
mail.domain.com Rt - forward it o the SMTP server on
external port 25 to internal | port 25

port 26 (SpamFilter)
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8.1

8.2

Running SpamfFilter

SpamFilter Service / Console Application

SpamFilter can run in two different ways.
e As a Windows service (the most common - SpamFilterSvc.exe).

e As a standalone application using SpamFilter.exe. This is mostly used for
troubleshooting and testing purposes.

If SpamfFilter is already running as a service, subsequently running the standalone
application (SpamFilter.exe) will open a new instance of SpamfFilter, it will not be the GUI
for the service. This will most likely create a conflict, as two applications cannot bind to
the same port on a server.

Please note that the SpamFilter service does show display a GUI (launched from an icon in
the tray bar), but if you are accessing a Windows 2000 server remotely using Terminal
Services will not be able to display the GUI. This is because Terminal Services in Windows
2000 is not able to display the server's physical console.

Looking at the physical server's screen, or using a product like PCAnywhere, DameWare,
VNC etc that displays the actual screen will reveal the console.

Microsoft fixed this limitation in Windows 2003. In this version of the operating system,
Terminal Services allows RDP clients to connect to the server's console.

Some Terminal Services clients have a checkbox in their settings that forces them to
connect to the console. In the Remote Desktop client that ships with Windows XP,
Microsoft (in)conveniently decided to not make this checkbox available. In this case, to
view the server's physical console, you'll need to invoke Remote Desktop from the
command line as follows:

mstsc -console

Running multiple SpamFilters

SpampFilter is easily implemented in a load-balanced environment. SpamFilter can be
installed on multiple servers, all sharing the same quarantine database. Each instance of
SpampFilter will "know" which quarantined spam emails it own, and will process them
accordingly.

To have multiple SpamFilters connect to the same database, simply configure each
SpamFilter to point to the same database. Each instance will add itself, automatically, to
the database so it can share it with the others. That's all...

SpamfFilter ISP

SpamFilter ISP maintains all its configurations in local text file. The file SpamFilter.ini
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contains the main settings for SpamFilter. When using multiple SpamFilters, the
SpamfFilter.ini file will be the same on all servers. The only exception is if you configure
one or more SpamFilter to listen for SMTP traffic on a specific IP on the server., rather
than the default "bind to all IPs". In this case, the ini files would be different.

The various blacklist / whitelist / keyword entries are stored in individual, user-defined
files. We recommend placing these files in a subdirectory for better organization. In a
load-balanced environment, these files will usually be the same for all servers. Having
them in a separate directory allows them to be more easily replicated across the multiple
servers.

SpampFilter continuously monitors all its configuration files, and if any of them is changed
by an external application, SpamFilter will automatically reimport all the settings within a
few seconds.

SpamFilter Enterprise

SpamFilter Enterprise maintains all its configurations in a database, making it simpler for
multiple SpamFilter servers to share the same data. Simply configure each instance of
SpamFilter to use the same database as described in the section Quarantine Database -
SpamFilter Enterprise. When SpamFilter Enterprise is started, it will be automatically added
to the list of servers in the database, no other configurations are necessary.
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9

9.1

Upgrading SpamkFilter ISP to SpamFilter Enterprise

When SpamFilter's operating mode is switched from "SpamFilter ISP "Standard" to
"SpamFilter Enterprise" and SpamFilter Enterprise is restarted, the initial filter settings will
assume default values.

Any existing "Standard" settings will need to be re-imported into SpamFilter Enterprise
using the "Copy file-based settings" button as shown in the screenshot below.

w* Spam Filter Settings G _|I:I|1|

I | - | - | > | + | 57 | o SMTF Settings  Impart File Settings |I:0|:|y FiIterSettingsI

id | Damain Mame |Use Defauts [ = Use this aption to copy the

— "SpamFilter Standard" file-bazed
Ld 1 ALL DOMAING Capy file-based seftings | ter settings to the selected
429 |logzat. com O to selected domain main. Mote that the changes

B 4700 mail.netvide net T are applied immediately.
| 431 | netwide. net _I

Settings from the file-based
SpamFilter ISP "Standard” can
be imported into SpamFilter
Enterprize using this button.

Pleaze note this will delete all
"Enterprize” settings! /

¥ Reject if zender domain has irvalid M recar
[T Do not quarartine

| Black /white Lists | SPF | SFOB |

—Option: —Option

Min MAPS matches .
|5 vl needed to reject msgs ¥ Rejectif no rever&e. DMS
[~ D not quarantine

20 tdax number of spaces in
>l szubject line. 0 to dizable

15 Image filter threshald. Higher iz
> more aggressive. 0 to disable
[~ Reject if emphy "Mail From'"
[~ Da not quarantine

v Reject i "Mail From' = "Mail Ta"
[T D not quarantine
Remember ! - You must configue

your Local Domains in the [~ Reject if "From Domain” = ""Ta Domain'
whitelizt in order to receive [~ Do not quarantine
emails!

[~ Allow % in address

[~ TagSpam in Subject & deliver

[~ TagSpam & deliver

Cloze I Save Settings |

Upgrading to SpamkFilter Enteprise "offline"

Administrators managing installations with several domains and/or complex filters may
want to configure and test the upgrade from SpamFilter ISP to SpamFilter Enterprise
before proceeding with the upgrade.

The following section describes a methodology that can be used to configure your
SpamFilter Enterprise settings before actually performing the upgrade, keeping your
current SpamFilter ISP running at all times, thereby eliminating any downtime.
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SpamFilter Enterprise (SFE) was designed to share the same database used by SpamFilter
ISP "Standard" (SFI). Furthermore, the "Enterprise" (SFE) tables are completely
independent from the "Standard" (SFI) tables. This allows administrators to configure all
the "Enterprise" settings without interfering with the "Standard" settings.

This means that, for example, you run a second instance of SpamFilter "standard", and
perform the upgrade on this second instance, leaving your live production instance "as-is".
Upgrading the second instance will create all the SFE-related tables in the live production
database, but the two will not interfere with each other. You can then proceed to
configure and test all your SFE settings without impacting your "live" SpamFilter
installation.

After your SFE configuration is completed and are satisfied with its testing, the database
will contain the correct settings that SFE will use. At this point, when you're ready, you
can proceed to change the operating mode of your "live" copy of SFI to SFE, and restart
SpampFilter. Your "live" SpamFilter will now immediately work by reading the SFE tables
that you've already configured, and your upgrade downtime will be limited to the few
seconds it takes to stop and restart SpamfFilter's service.

To proceed this way, you will then have to configure a second instance of SpamFilter.
Since SpamFilter was developed so that all files reside in the installation directory, its
configurations files are stored in text files, and no settings are stored in Windows'
registry, this process is rather simple.

We suggest to copy your entire SpamFilter installation directory to a different location on
your server. You do not need to stop SpamFilter during the copy process, as the only files
that can be locked are possibly some temp files used to spool emails. You may want to
exclude the "SpamfFilter\logfiles" and the "SpamFilter\queue" directory from the copy
process to save some time and avoid file sharing warnings.

In the sample below, we'll assume your "live" SpamFilter installation directory is:
c:\program files\SpamfFilter

and that you will be installing your second temporary instance to:

c:\program files\SpamfFilterEnterprise

After copying the directory, you will need to edit the only two configuration files and
update any directory path they may contain. These two files are:

c:\program files\SpamfFilterEnterprise\SpamfFilter.ini

c:\program files\SpamFilterEnterprise\Domains\SFI\Filters.ini (this file may not exist if you
have not upgrade to SpamFilter v3.5 yet).

In the SpamFilter.inifile, look for the line:
ListenPort=25

This is used to tell SpamFilter on which port to listen for incoming SMTP traffic. You will
need to change it so your second instance won't interfere with your live one. Assuming
your server is not using port 26, please change the entry above to something like (you
can choose a different port if you wish):

ListenPort=26

After changing the port humber, while not strictly necessary, as a precaution you may
want to update the SpamfFilter.ini and the Filters.ini files above so that they point to the
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blacklist/whitelist files in your new directory, not to those in your live directory. To do
this, simply do a "search and replace" for all text in your SpamFilter.ini and Filters.ini files,
looking for the string "c:\program files\SpamfFilter\" and replace it with "c:\program
files\SpamfFilterEnterprise\" (note the trailing "\").

Your second instance of SpamFilter is now configured exactly like your first one. You can
now double-click on the "c:\program files\SpamFilterEnterprise\SpamFilter.exe" executable
to start your second instance of SpamFilter. Please make sure there are no errors being
displayed in the "Activity Log" tab upon startup, and if so, you may continue.

To upgrade this second instance to SpamFilter all you need to do is to:

e Go to the "Settings" - "Enterprise / Standard Version" tab.

e Click on "Use Enterprise Filters".

e Click on the "Save Settings" button.

e Click on the "Create / Check Database tables" button. This will create the SFE tables in
the database, and this process should not affect your "live" SFI running in the
background.

e Close the two windows for this second instance of SpamFilter, which will shut down the
program.

e Once more, double-click on the "c:\program files\SpamFilterEnterprise\SpamFilter.exe"
executable to restart SpamFilter Enterprise.

You can now safely make any configuration changes to your second instance running
SpamFilter Enterprise. All filter settings will be saved to the common database, without
affecting your live installation. When you are ready to upgrade your live copy of
SpamfFilter, you will only have to execute the following steps (nhote that they are similar to
the above steps, but are missing the italicized one above):

Go to the "Settings" - "Enterprise / Standard Version" tab.
Click on "Use Enterprise Filters".

Click on the "Save Settings" button.

Stop and restart SpamFilter's service.
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10  Antivirus Plugin
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Figure 15

LogSat Software has partnered with NORMAN (www.norman.com) to provide optional
antivirus protection for email traffic.

The antivirus plug-in is be available for purchase separately from SpamFilter ISP and is an
optional component. Unlike SpamFilter ISP's licenses, the antivirus plug-in is offered as a
subscription service with a yearly subscription fee of $400.

An Activation Code is required to enable the antivirus plug-in. A 15-day trial Activation
Code can be obtained from SpamfFilter's GUI on the Settings - Antivirus tab. The code is
required only for the antivirus plug-in activation. SpamFilter (both retail and free
versions), will continue to work and stop spam even without the antivirus plug-in. Please
note that only one request for a trial code will be honored per installation.

Technical notes - SpamFilter can run with or without the antivirus plug-in. When
SpamFilter starts, it will check for the plug-in files. If they are found, antivirus support will
automatically be enabled. We recommend installing the antivirus plug-in after installing
SpamFilter. Restart SpamFilter after installing the plug-in to activate it.

The antivirus plug-in is a set of 3 DLLs that are to be installed in the SpamFilter directory:
dwnse.dll, ncl.dll and nselapi.dll. In addition to those files, the Norman scan engine needs
to be present. If a Norman product is not already installed on the server, the installer
adds the necessary files (including the virus definitions) in the SpamFilter\nse directory.
There are 2 additional DLL's that are placed in the SpamFilter directory by the install
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program: libeay32.dll and ssleay32.dll. These DLLs are used by the antivirus plug-in. If
performing a manual install please make sure you copy these files to the SpamFilter

directory.
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11 Log Analysis & Statistics

SpamFilter ISP log files can be parsed by Sawmill (www.sawmill.net) an excellent log
analysis tool. Sawmill generates reports of email traffic by IP, domain, country, sender and
recipient, action taken on messages and much more. In the SpamFilter\Database directory
you will find the Sawmill plug-in file SpamFilterISP. If your copy of Sawmill 6.5 or higher
does not recognize SpampFilter ISP's log format, simply copy that file in the
Sawmill\LogAnalysisInfo\LogFormats directory to allow it to read SpamFilter ISP logs.

12 Web Interface for End-User Quarantine Access

End-users can access their quarantined emails via a web interface. This allows them the
ability to view the spam emails that were blocked by SpamfFilter, and to force the delivery
of any valid email that was blocked by mistake. It is to be noted that once a user forces
the delivery of an email from the quarantine, SpamFilter will automatically match the
sender with the recipient. From then on, all future emails from that sender to that
recipient will be automatically whitelisted. This will greatly reduce the risk of blocking valid
emails in the future.

For corporations using Microsoft Outlook email clients, a very nice feature is the ability to
display a "SpampFilter" folder within the Outlook client. This web-enabled folder then allows
the end users to see their quarantined emails directly within their Outlook client without
the need of an external web browser. From Outlook they can then view/deliver any emails
in the quarantine.
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12.1

Web Server Configuration

During SpamFilter's installation, the installer provides an option to install an ASP-based
sample web interface to access the quarantine area. This requires Microsoft IIS to be
installed on a server, and the Active Server Pages extensions to be enabled.

The same sample ASP pages, along with a PHP version of the same application, is also
available for download on our website.

The webserver does not need to communicate with the server where SpamFilter is
installed on. The web server instead does need to connect to the database server. We
recommend using an UDL file for the database connection in the ASP/PHP code, as you
are able to place this file in a secure location on the webserver, outside the public web
area, making it harder for intruders to gain access to it. The UDL file can contain the
database password, so you will not have to store it in the web pages.

Configuration
The only item that needs to be configured in the web interface is the database
connection. To proceed, simply edit the db_Connect.asp web page, and modify the line:

UDLPath = "c:\EditThisPath\SpamFilter.udl"

to reflect the correct path to the UDL file on the webserver that is used to connect to
the database. Sample UDL files for the various database platforms are located in the
\SpamfFilter\database installation directory.

User Authentication for Web Access to Quarantine

The sample ASP-based web interface provided allows users to self-register for the
quarantine access. Users can enter their email address and a random password will be
generated and emailed to them. They will then be able to login with their email address
access their quarantine area.

Customizing User Authentication

An important part in using the web interface is choosing a way to authenticate users. We
provide a tblLogins table in the database that can store a list of Email addresses and
passwords. Our sample authenticate.asp and authenticate.php pages perform
authentication based on that table. You can choose your own authentication schema and
create your own pages to authenticate in other ways. At the end, ensure that the
authenticated email address will be stored in a session variable. The ListSpam and
ResolveSpam pages list and deliver the emails belonging to the address stored in the
session variable.

When an end user forces the delivery of a quarantined email to his mailbox, the sender of
that email will be whitelisted so that the number of false-positives (good emails wrongly
classified as spam) is reduced. The list of user-created entries is stored in the file
AutoWhiteListForceDelivery.txt. The whitelisting is on a per-user basis, meaning that a
sender is whitelisted only when he sends emails to that specific recipient. This will prevent
a user mistakenly whitelisting a spammer, who could then send spam to all of your users.
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The tblQuarantine has a Deliver field and an Expire field with default values of 0. Changing
the Deliver field to 1 will cause SpamFilter to deliver that email within 10 seconds.
Changing the Expire field to 1 will cause SpamFilter to erase that email from the database
within 1 hour. The web pages simply update these two fields to deliver and delete the
emails.

Limitations in the Evaluation version of SpamfFilter

Note that in the free version of SpamFilter, the web interface will not deliver emails to the
recipients!

12.2 Microsoft Outlook Configuration
Configuring Microsoft Outlook to display SpamFilter's quarantined emails is very simple.

To begin, the user needs to register for access via the quarantine website to receive their
password. Once the password is received, all that is required is to create a new folder
within the Outlook client, and then point this folder to the URL used to access the
guarantine area. In the URL the user should manually enter their email address and their
password as can be seen from the screenshots below. This only needs to be done once.
From the on, they will be able to view their spam by simply clicking on their "SpamFilter"

folder.
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13 SSL Certificates

SpamFilter requires the following certificates to be placed in SpamFilter's root directory
when accepting SSL connections via SMTP:

e root.pem: Certificate Authority (CA) certificate
e cert.pem: x.509 certificate, signed by the CA
e key.pem: x.509 private key

Included with SpampFilter's distribution are sample certificates issued by LogSat Software.
While they are fully functional and allow encrypted communications, they are signed by
our internal Certificate Authority (CA). As this CA is not trusted by browsers and mail
client software, using them will often cause security warnings in client software.

Administrators can purchase SSL certificates from commercial entities like Verisign or
Thawte, which will eliminate any security warnings. Administrators can also select to issue
their own certificates, using a CA they trust. In these cases, the certificates will have to
be converted to .pem format if they are issued in other formats. The OpenSSL utility from
www.openssl.org can be used for both of these purposes. Pre-compiled binaries for
OpenSSL for Windows can usually be found at www.openssl.org/related/binaries.html.

13.1 Creating and self-signing your own certificate

To create and self-sign a certificate using OpenSSL, you can issue, from a MSDOS
command prompt, the following command:

openssl req -new -x509 -keyout key.pem -out cert.pem -nodes -days 3650

When following the prompts to generate the certificate, please note that when asked for
the "Common Name", you should enter the DNS name of the server you are installing the
certificate on, ex: mail.logsat.com.

Now that you created and signed your own certificate, you will have the files key.pem
and cert.pem. SpampFilter also needs the CA certificate. As you signed your own
certificate, the CA is certificate will be the same as your public certificate. So simply
copy/paste the file cert.pem to root.pem. Place all three files (key.pem, cert.pem and
root.pem) in the SpamFilter directory and restart SpamFilter to activate the certificates.

13.2 Exporting an existing commercial SSL certificate

If you already purchased a commercial SSL certificate, you need to export it into the
.pem format used by SpamfFilter. This procedure assumes that you have already received
your key and certificate pair from some Certificate Authority (like Verisign or Thawte) and
that you have installed them in Microsoft Internet Explorer in the Personal Certificates
Store.

0 Export Certificate

= Select the certificate and export it as a .pfx file (Personal Exchange
Format). You may optionally protect it with a password.

o0 Convert .pfx to .pem using OpenSSL.:
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Issue the following command from a MSDOS prompt:
openssl.exe pkcsl2 -in <yourfile>.pfx —out <yourfile>.pem

Openssl.exe will prompt you for a password. Enter it if you used one, or
leave it blank if you did not specify one. It will also prompt you for a new
password for the .pem file. This is optional, but if you protect it with a
password you will need to enter the password in the SpamfFilter.ini file
(SSLCertificatePassword setting). Use the "-nodes" option in the above
command to avoid specifying a new password.

0 Split the .pem file into the private and public key files

If you examine the new .pem file just created with a text editor, you will
notice that it consists of two parts. The two parts are the private key and
the certificate (public key). There is also some addition information
included. SpamFilter requires that this information be separated into
separate files.

Key.pem

= Create a blank text file with Notepad, name it key.pem, and paste
everything between and including these two statements:

Cert.pem

= Create a blank text file with Notepad, name it cert.pem, and paste
everything between and including these two statements:

Root.pem

= The final file that SpamFilter requires is the Certificate Authority
certificate file. You can obtain this from the Internet Explorer in Trusted
Root Certificate Authority dialog. Select the Authority that issued your
certificate and export it in Base64 (cer) format. This format is also the
same as PEM format so after export simply rename the file to root.pem.
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14  Regular Expressions (RegEx)

Syntax of Regular Expressions

Introduction

Regular Expressions are a widely-used method of specifying patterns of text to search for.
Special metacharacters allow You to specify, for instance, that a particular string You
are looking for occurs at the beginning or end of a line, or contains n recurrences of a
certain character.

Regular expressions look ugly for novices, but really they are very simple (well, usually
simple ;) ), handy and powerful tool.

Simple matches

Any single character matches itself, unless it is a metacharacter with a special meaning
described below.

A series of characters matches that series of characters in the target string, so the
pattern "bluh" would match "bluh" in the target string. Quite simple, eh ?

You can cause characters that normally function as metacharacters or escape
sequences to be interpreted literally by 'escaping' them by preceding them with a
backslash "\", for instance: metacharacter """ match beginning of string, but "\*" match
character "~", "\\" match "\" and so on.

Examples:
foobar matches string 'foobar’
\FooBarPtr matches '“FooBarPtr'

Escape sequences

Characters may be specified using a escape sequences syntax much like that used in C
and Perl: "\n" matches a newline, "\t" a tab, etc. More generally, \xnn, where nn is a
string of hexadecimal digits, matches the character whose ASCII value is nn. If You need
wide (Unicode) character code, You can use "\x{nnnn}', where 'nnnn' - one or more
hexadecimal digits.

\xnn char with hex code nn
\x{nnnn} char with hex code nnnn (one byte for plain text and two bytes for Unicode)
\t tab (HT/TAB), same as \x09

\n newline (NL), same as \x0a

\r car.return (CR), same as \x0d

\f form feed (FF), same as \xOc

\a alarm (bell) (BEL), same as \x07

\e escape (ESC), same as \x1b
Examples:

foo\x20bar matches 'foo bar' (note space in the middle)
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\tfoobar matches 'foobar' predefined by tab

Characterclasses

You can specify a character class, by enclosing a list of characters in [], which will
match any one character from the list.

If the first character after the "[" is "A", the class matches any character not in the list.

Examples:
foob[aeiou]r finds strings 'foobar’, 'foober' etc. but not 'foobbr', 'foobcr' etc.
foob[~aeiou]r find strings 'foobbr', 'foobcr' etc. but not 'foobar', 'foober’ etc.

Within a list, the "-" character is used to specify a range, so that a-z represents all
characters between "a'" and "z", inclusive.

If You want "-" itself to be a member of a class, put it at the start or end of the list, or
escape it with a backslash. If You want ']' you may place it at the start of list or escape
it with a backslash.

Examples:
[-az] matches 'a’, 'z' and '-'
[az-] matches 'a’, 'z' and '-'
[a\-z] matches ‘a’, 'z' and '-'
[a-z] matches all twenty six small characters from 'a' to 'z’

[\n-\x0D] matches any of #10,#11,#12,#13.
[\d-t] matches any digit, '-' or 't'.
[1-a] matches any char from ']'..'a".

Metacharacters

Metacharacters are special characters which are the essence of Regular Expressions.
There are different types of metacharacters, described below.

Metacharacters - line separators

A start of line
$ end of line
\A start of text
\Z end of text
any character in line

Examples:
~foobar  matches string 'foobar' only if it's at the beginning of line
foobar$ matches string 'foobar' only if it's at the end of line
~foobar$ matches string 'foobar’ only if it's the only string in line
foob.r matches strings like 'foobar’, 'foobbr', 'fooblr' and so on

The "~" metacharacter by default is only guaranteed to match at the beginning of the

© 2017 LogSat Software



Regular Expressions (RegEx) 67

input string/text, the "$" metacharacter only at the end. Embedded line separators will not
be matched by """ or "$".

You may, however, wish to treat a string as a multi-line buffer, such that the "~" will
match after any line separator within the string, and "$" will match before any line
separator. You can do this by switching On the modifier /m.

The \A and \Z are just like "~" and "$", except that they won't match multiple times when
the modifier /m is used, while "~" and "$" will match at every internal line separator.

The "." metacharacter by default matches any character, but if You switch Off the
modifier /s, then '." won't match embedded line separators.

SpamFilter's RegEx works with line separators as recommended at www.unicode.org
( http://www.unicode.org/unicode/reports/tr18/ ):

"A"jis at the beginning of a input string, and, if modifier /m is On, also immediately
following any occurrence of \xOD\x0A or \x0A or \xOD. Note that there is no empty line
within the sequence \xOD\x0A.

"$" is at the end of a input string, and, if modifier /m is On, also immediately preceding any
occurrence of \XOD\x0A or \x0A or \x0OD. Note that there is no empty line within the
sequence \xOD\xO0A.

"." matches any character, but if You switch Off modifier /s then "." doesn't match \x0D
\x0A and \x0A and \x0D.

Note that "~.*$" (an empty line pattern) does not match the empty string within the
sequence \xOD\x0A, but matches the empty string within the sequence \x0A\x0D.

Metacharacters - predefined classes

\w an alphanumeric character (including "_")
\W a non-alphanumeric

\d a numeric character

\D a non-numeric

\s any space (same as [ \t\n\r\f])

\S a non space

You may use \w, \d and \s within custom character classes.

Examples:

foob\dr matches strings like 'fooblr', '"foob6r' and so on but not 'foobar’, 'foobbr' and
So on

foob[\w\s]r matches strings like 'foobar’, 'foob r', 'foobbr' and so on but not 'fooblr’,
'foob=r"and so on

RegEx uses properties the SpaceChars and WordChars to define character classes \w, \W,
\s, \S, so you can easily redefine it.

Metacharacters - word boundaries
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\b Match a word boundary
\B Match a non-(word boundary)

A word boundary (\b) is a spot between two characters that has a \w on one side of it
and a \W on the other side of it (in either order), counting the imaginary characters off
the beginning and end of the string as matching a \W.

Metacharacters - iterators

Any item of a regular expression may be followed by another type of metacharacters -
iterators. Using this metacharacters You can specify number of occurrences of previous
character, metacharacter or sub-expression.

* zero or more ("greedy"), similar to {0,}

+ one or more ("greedy"), similar to {1,}

? zero or one ("greedy"), similar to {0,1}

{n} exactly n times ("greedy")

{n,} at least n times ("greedy")

{n,m} at least n but not more than m times ("greedy")
*7? zero or more ("non-greedy"), similar to {0, }?

+7? one or more ("non-greedy"), similar to {1,}?

?? zero or one ("non-greedy"), similar to {0,1}?
{n}? exactly n times ("non-greedy")

{n,}? at least n times ("non-greedy")

{n,m}? at least n but not more than m times ("non-greedy")

So, digits in curly brackets of the form {n,m}, specify the minimum number of times to
match the item n and the maximum m. The form {n} is equivalent to {n,n} and matches
exactly n times. The form {n,} matches n or more times. There is no limit to the size of n
or m, but large numbers will chew up more memory and slow down r.e. execution.

If a curly bracket occurs in any other context, it is treated as a regular character.

Examples:
foob.*r matches strings like 'foobar’, 'foobalkjdflkjor' and 'foobr’
foob.+r  matches strings like 'foobar’, 'foobalkjdflkj9r' but not 'foobr’
foob.?r matches strings like 'foobar', 'foobbr' and 'foobr' but not 'foobalkjor'
fooba{2}r matches the string 'foobaar’
fooba{2,}r matchs strings like 'foobaar', 'foobaaar', 'foobaaaar' etc.
fooba{2,3}r matches strings like 'foobaar', or 'foobaaar' but not 'foobaaaar’

A little explanation about "greediness". "Greedy" takes as many as possible, "non-greedy"
takes as few as possible. For example, 'b+' and 'b*' applied to string 'abbbbc' return
'bbbb', 'b+7?' returns 'b', 'b*?' returns empty string, 'b{2,3}?' returns 'bb’', 'b{2,3}' returns
'bbb".

You can switch all iterators into "non-greedy" mode (see the modifier /g).

Metacharacters - alternatives
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You can specify a series of alternatives for a pattern using "|" to separate them, so that
fee|fie|foe will match any of "fee', "fie'", or "foe" in the target string (as would f(e|i|o)e).
The first alternative includes everything from the last pattern delimiter ("(", "[", or the
beginning of the pattern) up to the first "|", and the last alternative contains everything
from the last "|" to the next pattern delimiter. For this reason, it's common practice to
include alternatives in parentheses, to minimize confusion about where they start and
end.

Alternatives are tried from left to right, so the first alternative found for which the entire
expression matches, is the one that is chosen. This means that alternatives are not
necessarily greedy. For example: when matching foo|foot against "barefoot', only the
"foo'" part will match, as that is the first alternative tried, and it successfully matches the
target string. (This might not seem important, but it is important when you are capturing
matched text using parentheses.)

Also remember that "|" is interpreted as a literal within square brackets, so if You write
[fee|fie|foe] You're really only matching [feio]].

Examples:
foo(bar|foo) matches strings 'foobar' or 'foofoo’.

Metacharacters - sub-expressions

The bracketing construct ( ... ) may also be used for define r.e. sub-expressions (after
parsing You can find sub-expression positions, lengths and actual values in MatchPos,
MatchLen).

Sub-expressions are numbered based on the left to right order of their opening
parenthesis.
First sub-expression has number '1l' (whole r.e. match has nhumber '0' - ).

Examples:
(foobar){8,10} matches strings which contain 8, 9 or 10 instances of the 'foobar’
foob([0-9]|a+)r matches 'foob0Or', 'fooblr' , 'foobar', 'foobaar', 'foobaar' etc.

Metacharacters - back-references

Metacharacters \1 through \9 are interpreted as back-references. \<n> matches
previously matched sub-expression #<n>.

Examples:

(O\1+ matches 'aaaa' and 'cc'.

(.+)\1+ also match 'abab' and '123123'

(['"]?)(\d+)\1 matches '""13" (in double quotes), or '4' (in single quotes) or 77 (without
quotes) etc

Modifiers

There are many ways to set up modifiers.
Any of these modifiers may be embedded within the regular expression itself using the

(?...) construct.
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Do case-insensitive pattern matching (using
installed in you system locale settings), see
also InvertCase,

Treat string as multiple lines. That is, change
"A'"and "$" from matching at only the very
start or end of the string to the start or end
of any line anywhere within the string, see
also Line separators.

no

Treat string as single line. That is, change ".
to match any character whatsoever, even a
line separators (see also Line separators),

which it normally would not match.

Non standard modifier. Switching it Off You'll
switch all following operators into non-greedy
mode (by default this modifier is On). So, if
modifier /g is Off then '+' works as '+?', '*' as
'*?" and so on

Extend your pattern's legibility by permitting
whitespace and comments (see explanation
below).

Non-standard modifier. If is set then range a-y
additional include russian letter ', A-B
additional include ', and a-B include all
russian symbols.

Sorry for foreign users, but it's set by default.

The modifier /x itself needs a little more explanation. It tells the TRegExpr to ignore
whitespace that is neither backslashed nor within a character class. You can use this to
break up your regular expression into (slightly) more readable parts. The # character is
also treated as a metacharacter introducing a comment, for example:

(

(abc) # comment 1
| # You can use spaces to format r.e. -
TRegExpr ignores it
(efg) # comment 2
)
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This also means that if you want real whitespace or # characters in the pattern (outside
a character class, where they are unaffected by /x), that you'll either have to escape
them or encode them using octal or hex escapes. Taken together, these features go a
long way towards making regular expressions text more readable.

Perl extensions

(?imsxr-imsxr)
You may use it into r.e. for modifying modifiers by the fly. If this construction inlined into
sub-expression, then it effects only into this sub-expression

Examples:
(?i)Saint-Petersburg matches 'Saint-petersburg' and 'Saint-Petersburg'’
(?1)Saint-(?-i)Petersburg matches 'Saint-Petersburg' but not 'Saint-petersburg’
(?1)(Saint-)?Petersburg  matches 'Saint-petersburg' and 'saint-petersburg'’
((?i)Saint-)?Petersburg  matches 'saint-Petersburg’, but not 'saint-petersburg’

(?#text)
A comment, the text is ignored. Note that TRegExpr closes the comment as soon as it
sees a ")", so there is no way to put a literal ")" in the comment.
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15

SpampFilter.ini additional settings

[server settings]
;Set this to 1 if you want to disable EHLO extensions
DisableEHLO=0

;Any emails whose text portion exceeds this number of KB will not be scanned for
keywords and Bayes

;Higher values *may* catch more spam but will cause higher load on processor
MaxMsgSizeForKeywordScan=64

;Any emails whose size exceeds this number of KB will be whitelisted. Most spam emails
are small in size, lowering this value may help in reducing the chances of incorrectly
blocking valid emails with large attachments. The maximum value that can be specified for
this setting is 2147483648 (equal to about 2TB)

MaxMsgSizeForSpamFiltering=768

;Set FilterBase64html to 1 if you want to block any emails with
Content-Transfer-Encoding=base64 and Content-Type=text/html or text/plain
FilterBase64htm|=0

;Set RequireHELOBeforeMAILFROM to 0 if you do not want to require remote servers to
issue a HELO or EHLO command before sending the email
RequireHELOBeforeMAILFROM=1

;Controls the minimum number of good and spam emails that must be received before the
Bayesian filter kicks in
MinEmailsForBayesKickIn=5000

;by default SpamFilter will not allow any IP to relay thru it. Change
DoNotTrustSelfByDefault to 1 if you want localhost to be able to relay
DoNotTrustSelfByDefault=0

;Remove any stale token in the corpus db.dat file that did not appear in incoming emails
for the past n days
CleanUpCorpuslintervalDays=7

;Force disconnect of sessions if a command has not been received within the last nn
seconds
ReadTimeout=60

;Timeout when delivering emails to the destination SMTP server (in seconds)
ReadTimeoutOutgoing=60

;if turned on, this will cause tokens in incoming emails being logged to screen with
relevant probabilities
ShowBayesianTokens=0

;Set TagSPAMAndQuarantine=1 if you want to prefix every quarantine subject line with
the prefix specified in SPAMTagPrefix ini parameter
TagSPAMAndQuarantine=0
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; This SPAMTagPrefix will be prefixed to all subject lines marked for "mark as SPAM and
deliver" along with the ation specified by TagSPAMAndQuarantine
SPAMTagPrefix=SPAM:

; This SPAMTagHeader will be added to the email headers for emails marked for "mark as
SPAM and deliver" along with the ation specified by TagSPAMAndQuarantine
SPAMTagHeader=X-SF-SPAM:Y

; This WhitelistTagPrefix will be inserted in the Subject line of whitelisted emails if the
option to tag whitelisted emails in the subject line has been enabled
WhitelistTagPrefix=[WHITELISTED]

;The following entries in the welcome banner, the "Received:" header, and the "X-Server"
headers can be customized

ResponseWelcomeBanner=Welcome to SpamFilterISP SMTP Server %Ver%
XServerHeader=LogSat Software SMTP Server

XServerBanner=LogSat Software SMTP Server

;Setting DoNotSendNDRONnQuarantine to 1 will prevent generation of NDR when email are
quarantined by causing SpamFilter *not* to send an error code when quarantining emails
DoNotSendNDRONnQuarantine=0

;Setting IncludeOriginalMessageOnNDR to 1 will cause the entire original email to be
included when sending an NDR (non-deliverable receipt). Setting this value to 0 will cause
only the original email's headers to be included in the NDR
IncludeOriginalMessageOnNDR=1

;If turned on, the threads that save to disk and load into memory the bayes corpus
tokens will have increased priority
BoostBayesPriority=1

;if TrailingSQLSemiColon is set to 1 SpamFilter will add a ";" to the end of SQL statements.
Disable only to help solve problems with some databases.
TrailingSQLSemiColon=1

;If turned on, any quarantined (false positives) emails that the end user force-delivers will
cause the sender to be automatically whitelisted (NOTE - Starting from SpamFilter v3.5,
this setting has been moved to the Filters.ini file located in the appropriate directory
under the \SpamFilter\Domains directory structure)

AutoWhiteListForceDeliveryEnabled=1

;if EnableBadMailDir is set to 1, this will cause all emails that generate a "server error"
when forwarded to your destination SMTP server will be saved in a "BadMailDir" for
troubleshooting

EnableBadMailDir=0

;if ScanReceivedHeaders is set to 1 SpamFilter will add the "Received:" headers to the
text examined for keywords and statistical Bayesian searches.
ScanReceivedHeaders=1

;if ScanAllHeaders is set to 1 SpamFilter will add all email's headers to the text examined
for keywords and statistical Bayesian searches.
ScanAllHeaders=0

© 2017 LogSat Software



74

SpamkFilter ISP User Guide

;To avoid backscatter, if an incoming email passes all filtering rules, but cannot be
forwarded (ex. mailbox full, non-existent user), SpamFilter maintains open the incoming
remote connection until it can verify with the destination server that the email can be
delivered. If not, a 5xx error is output forcing the remote server to generate the NDR,
rather than having SpamFilter send an NDR notification email
VerifyRCPTTOForCleanEmails=1

;Path to logfile directory
LogFilePath=

;Path to queue directory
QueuePath=

;Optional destination SMTP server where to forward SPAM emails only. Good emails are
still forwarded to main SMTP server
DestSMTPServerForSPAM=

;Optional destination SMTP server's port where to forward SPAM emails only. Good emails
are still forwarded to main SMTP server
DestSMTPServerForSPAMPort=

;If SpamFilter is configured to "tag and deliver" emails, you can also re-route all spam
emails to a different email address.

;Spam emails can either be forwarded to an "absolute" email address, or to a specific
email address or each domain.

;For example, to forward *ALL* spam emails to one specific email address (i.e.
"SpamBucket@mydomain.com), use the following parameter:

;ForwardAlISPAMtoEmailAddress=SpamBucket@mydomain.com

;To forward all spam emails to a specific mailbox, depending on the recipient's domain -
for example to forward all spam sent to

;the mydomainl.com to "SpamBucket@mydomainl.com", and to forward all spam sent to
;the mydomain2.com to "SpamBucket@mydomain2.com”,

;use the following parameter, but leaving the domain name blank. SpamFilter will
dynamically append the correct email domain depending on the recipient of the spam:
;ForwardAlISPAMtoEmailAddress=SpamBucket@

;If you want to comply with RFC5321/RFC2821 and accept emails to <postmaster>
without domain name, specify here a destination email where you want those emails
forwarded to.

; This will allow SpamFilter to receive emails addressed to <postmaster>, without applying
any filtering rules as required by the RFCs, which would otherwise be rejected.
ForwardAllPostmasterEmailsTo=

;The frequency in seconds for which the quarantine table is scanned to check for emails
pending delivery - includes web-access password registration emails
QuarantineToDeliverCheckInterval=5

;By default the activity logfile is saved to disk every 60 seconds. Set
RealtimeDiskLogging=1 to save the log every time it is updated
RealtimeDiskLogging=0
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;Add any IPs (separated by commas - no wildcards) that you do not wish to be
automatically added to the Honeypot IP blacklist. This setting also prevents those IPs to
be added to the IP cache blacklist, and to allow them to bypass the greylist filter
DoNotAddIPToHoneypot=

;An alternate server for sending NDR (non-delivery) notification emails can be used. Leave
the "NotificationSMTPServer" value blank to use the default destination SMTP server
NotificationSMTPServer=

NotificationSMTPServerPort=25

;Set EnableDbglLogs=1 to enable separate detailed logging for troubleshooting purposes
EnableDbglLogs=

; The timeout in milliseconds for all DNS-related queries.
DNSTimeout=5000

;If an IP sends more than this number of spams in a certain period of time then it is
temporarily banned (blacklisted)
IPCacheLimboCountTrigger=3

;If an IP sends more than a certain number of spams during this humber of minutes then it
is temporarily banned (blacklisted)
IPCacheLimboTimeTrigger=10

;If an IP address was banned because it sent too many spams in a certain time interval, it
will be un-banned after this number of minutes
IPCacheBlacklistDuration=60

;Optionally flush to disk in the \SpamFilter\Domains directory 3 files with the contents of
the list of IPs currently in memory for the IP Cache Blacklist, Limbo and GreyList. Set the
interval in minutes for how often to export these lists, or enter 0 to disable.
ExportIPCachesToDiskIntervalMinutes=0

;You can force the antivirus plugin to block emails if they contain password protected
archives that cannot be tested for viruses by setting this to 1
BlockArchivesWithPassword=0

;By default SpamFilter will only perform DNS lookups when the reverse DNS filter is
enabled. Change value to 1 to always perform a reverse lookup on connecting IPs
AlwaysDoReverseDNSLookups=0

;Specifies how often the logfiles are rotated (Min=1, Max=24). The default is 24 (rotates
at midnight). A value of 1 means every hour at the hour, value of 2 means at 2am, 4am,
6am etc...

RotateLogsEveryNNhours=24

;Change DoNotStartWithoutAV to 1 if you do not want SpamFilter to start/run if there is
an error with the Antivirus plugin.
DoNotStartWithoutAv=0

;Number of hours SpamFilter will retry to deliver messages in queue to your destination
SMTP server if it was unreachable. Enter 0 to try forever until back online.
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ExpireRetryQueueHours=0

;Determines if SpamFilter should hold in the queue emails that were rejected by the
destination SMTP server with an error in the 4xy range
QueuelfDestinationErrordxy=1

;Determines if SpamFilter should hold in the queue emails that were rejected by the
destination SMTP server with an error in the 5xy range
QueuelfDestinationError5xy=0

;Determines if SpamFilter should remove from the queue emails that could not be delivered
to the destination SMTP server due to a "Read Timeout" (an NDR is sent if the email is
removed from the queue)

DoQueuelfReadTimeout=1

;Image filter threshold. Higher values indicate a more aggressive filter. 0 disables the
filter. Min=0, Max=15
SpamImageThreshold=10

;Image filter color sensitivity. Used internally to detect color shades
SpamImageColorSensitivity=20

;Images embedded in email's html having a width smaller than this will not be scanned.
Useful to bypass signatures and logos
SpamImageMinWidth=300

;Images embedded in email's html having a height smaller than this will not be scanned.
Useful to bypass signatures and logos
SpamlImageMinHeight=300

;Determines the number of points that will be scanned in a image to process it for spam
SpamImageSamplingPoints=200

;to reduce false positives, emails with multiple inline images can bypass the image filter by
setting this value to 1
SpamImagePassMultiimage=1

;Specify the max number of pages a PDF document must contain in order to be scanned
for spam signatures. The scan will be skipped altogether if there are more than this
number of pages. Specify 0 to disable scanning in PDF files
SpamPDFMaxPagesToScan=0

;Specify the max number height in pixel of a PDF pages that will be scanned for spam
signatures. To reduce false positives, pages taller than this will not be scanned
SpamPDFMaxPixelHeight=800

;SpamFilter can block emails that contain only an empty, blank body and one of the
following attachment. Clear the list if you don't want to stop such emails. Specify multiple
attachments separated by commas

BlockBlankEmailsWithAttachments=*.pdf

;SpamFilter is able to block blank emails that contain specific attachments. This
parameter is used to specify the threshold of characters below which an email is
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considered blank
MaxLettersToConsiderEmailBlank=2

;Set this to 0 to disable support for TLS
EnableTLSSupport=1

;Set this to 1 in order to disable support for the older TLS v1 protocol and only allow TLS
v1l.1 and TLS v1.2
DisableTLSv1_0=0

;Use this to enable/disable support for the non-secure SSLv3 to support older SMTP
servers if needed
DisableSSLv3=1

;Customize the SSL Cipher list used by SpamFilter. The list uses the OpenSSL standard
syntax, and by default is AES:ALL:!aNULL:!eNULL:+RC4:@STRENGTH
SSLCipherList=

;If the private key of the SSL certificate is protected by a password, enter is here
SSLCertificatePassword=

;Some older email clients have a bug that requires them to see "AUTH=LOGIN" in the EHLO
response rather than "AUTH LOGIN". Set this to 1 to add the incorrect syntax to the EHLO
output. Changes to this setting require SpamFilter to be restarted
AddIncorrectAUTHLOGINEHLOEntry=0

;SpamFilter will add to the logfile the username and password used for an unsuccessful
AUTH LOGIN attempt to help determine intentional password guessing attempts or user
error. Change this parameter to 0 to prevent the password to be written to the lodfile.
LoglInvalidPasswords=1

;Timeout in seconds used in the some SQL commands (Ex. inserting a new record in the
tblQuarantine table)
MiscSQLTimeout=5

;Timeout in milliseconds indicating how long SpamFilter waits for the remote destination
SMTP server to acknowledge the RCPT TO command to verify the validy of the recipient
for a clean email being delivered

RCPTTOVerificationTimeout=30000

;SpamFilter Enterprise will delete temporary entries in the tblIReloadTablelnfo after they
have been kept for this long. This parameter is used to allow multiple installations of
SpamFilter Enterprise to maintain their settings in sync. It can be reduced to 5-10
seconds for installations running only one instance of SpamFilter Enterprise
SecondsToHoldEntriesIntblReloadTableInfo=600

;For SpamFilter Enterprise only, the max amount of time that the process that checks for
settings updates in the database is allowed to run for. Normally this takes a few tenths of
a second, but if hosting tens of thousands of domains, each with customized settings,
this could take longer

ChecktblReloadTableMaxRunTimeMinutes=10
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;How often (in seconds) to run the process that checks connectivity on the default SMTP
port and kills the entire SpamFilter process in that case so the Windows service recovery
will take effect and relaunch it within a minute

WatchdogTimer=60

;If the "AuthorizedTO" whitelist is used to specify the list of valid email addresses that
can be accepted, by default SpamFilter will terminate a connection when the remote
server specifies an invalid address in the RCPT TO command. You can use the following
option to disable this forced disconnect, and cause SpamFilter to simply reject the invalid
recipient, and continue to accept additional ones

DisconnectOnNonAuthorizedTO=1

;Use this option to prevent SpamFilter from performing the routine cleanup of the
quarantine database by deleting old archived emails. Useful if admins want to perform
their own cleanup

DoNotDeleteExpiredEmailsFromQuarantine=0

;The amount of time in minutes the hash signature for an email content is kept in memory.
If another signature is not received during this time, the has is removed from memory.
Used in the SFDC filter

HashCacheBlacklistDuration=60

;The interval in seconds that must pass from the initial connection of an IP address to
when it is allowed to connect to SpamFilter again. Used in the greylist filter
GreyListInterval=300

;The number of hours for which an IP will be held in the GreyList limbo before being
removed. If the IP does not make a second attempt to deliver email before this many
hours after the initial attempt, it will be removed from the GreyList limbo, and it will have
to repeat the process next time it connects.

GreyListLimboHold=12

;The number of days for which an IP that passed the GreyList limbo and has been allowed
to connect will remain allowed to do so. After this many days from the initial contact, the
GreylList process will have to be repeated.

GreyListAllowedHold=60

;Set thie value to 1 to enable the GreylList filter
GreyListEnabled=0

;Set this value to 1 if you want to prevent SpamFilter from adding the
"X-SF-WhiteListedReason" header in whitelisted emails
HideXSFWhiteListedReasonHeader=0

;Set this value to 1 if you want to prevent SpamFilter from logging the specific keywords
that caused a reject in the "X-Rejection-Reason" header in blocked emails
HideXSFBlockedKeywordsReasonHeader=0

;If enabled SpamFilter will add an X-AuthUser header with the authenticated username for
SMTP AUTH
AddHeaderForAuthUsers=1

;If AddHeaderForAuthUsers, this string will be used to identify the header with the
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username being added
XAuthUserString=X-SF-AuthUser

;Use this value to limit the number of nested include directives allowed in an SPF query.
Used to limit the risk of DoS attacks using malicious SPF DNS records
MaxSPFAllowedLoops=20

;If using the option (disabled by default) to also test the email in the "From:" header in
addition to the MAIL FROM against all blacklists/whitelistss/SPF, you can optionally choose
to skip the SPF test of that header (the SPF standard only recommends to test the MAIL
FROM, not the From: header)

SkipSPFWhenCheckingFromHeader=0

;Limits the max number of recursions in RegEx expressions - used to prevent stack
overflows and memory erros with complex RegEx
MaxRegExLimitRecursion=1000

;Limits the number of domains to perform lookups for the SFODay filter, and the max
number of email addresses to collect from an email when checking the SFDE filter. Useful
to prvent overloads when filtering email chains with hundreds/thousands of recipient
where everyone clicks on "Reply to all"

MaxDomains_SFODay_MaxEmails_SFDE=200

;Use these parameters to limit how many emails users authenticated by AUTH LOGIN can
send in a determined amount of time during the same SMTP session. Set these values to 0
to remove any limits

AUTHLOGINEmailsInIntervalMax=10

AUTHLOGINEmailsInIntervalMinutes=1000

;Add here any IPs that are allowed to use the XFORWARD extension to pass the original IP
of the sender in case the email is being relayed by a server placed in front of SpamFilter,
so that all IP-based tests can still be performed

AuthIPsForXforwardCommand=

;When disabling the generation of the AutoWhiteList by setting
AutoWhiteListForceDeliveryEnabled=0, you can still allow SpamFilter to process the entries
that exist in the WL_AutoWhiteListForceDelivery.txt whitelist by setting
ProcessListEvenIfAutoWhiteListForceDeliveryDisabled=1. Useful if you manage your own
WL_AutoWhiteListForceDelivery

ProcessListEvenIfAutoWhiteListForceDeliveryDisabled=0

;SpamFilter will try to force Windows to reduce the "Memory Working Set" assigned to
SpamFilter so as to lower the amount of RAM used by SpamFilter's process. Useful for
32bit implementations of SpamFilter that process over 1 million emails/day and host
thousands of domains.

MemoryEmptyWorkingSetEveryNhours=24

;SpamFilter uses the http and https protocols to query the SFDB database and to
download antivirus updates. You can specify a proxy to use for these operations the the
option in the [proxy settings] section
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[proxy settings]
ProxyServer=
ProxyUsername=
ProxyPassword=
ProxyPort=0
ProxyBasicAuthentication=0

[authentication settings]

;By setting this parameter to 1, SpamFilter will automatically add the Active Directory
domain name prefix to the username. For example, if the AD domain is logsat.com, and the
username is JohnW, SpamfFilter will automatically authenticate the user as
logsat.com\JohnW

ActiveDirectoryAuthPrefixDefaultDomain=0

;By setting this parameter to 1, SpamFilter will automatically add the Active Directory
domain name suffix to the username. For example, if the AD domain is logsat.com, and the
username is JohnW, SpamfFilter will automatically authenticate the user as
JohnW@logsat.com

ActiveDirectoryAuthAppendDefaultDomain=0
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16 Purchase

Licensing for SpamFilter ISP and SpamFilter Enterprise is very simple and affordable. A
license is required only for the live production server(s) running SpamFilter. A license
allows for an unlimited number of users and an unlimited humber of domains.

SpamFilter ISP retails for 600 USD per license.
SpamFilter Enterprise retails for 1,200 USD per license.

The license price includes 1 year of software maintenance. Additional years of software
maintenance retail for 20% of the license price. A current software maintenance is
required to download any updates, upgrades and patches. Support is provided for free by
email. While a valid software maintenance is not required to obtain support, it will be
required if a patch is needed to solve technical problems.
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